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COUNTERMEASURES 
AGAINST 

DISINFORMATION
Four lines of defence to be applied by 

governments, politicians, NGOs,  
think-tanks, media, and private business 



1. DOCUMENTING THE 
THREAT 

- so that we know  
more about it

2. RAISING AWARENESS 
ABOUT THE THREAT 

- so that more people  
know about it

3. REPAIRING THE 
WEAKNESSES THAT THE 
AGGRESSORS EXPLOIT 

- to reduce the target for 
disinformation operations

4. PUNISHING AND 
DETERRING THE 

AGGRESSORS 

- to deter them from malicious 
activities



1. DOCUMENTING THE THREAT

• By governments: 
various StratCom 

teams, information 
agencies, secret 
services, or even 

press departments 
 

• By civil society: think 
tanks, NGOs 

 

• By media



1. DOCUMENTING THE THREAT

monitoring and analysis 
of the disinformation-
oriented outlets, both 
foreign and domestic.  

• How many channels are 
spreading 
disinformation, how 
many messages per 
day they spread, how 
many people they 
target?  



1. DOCUMENTING THE THREAT

monitoring the 
operations on social 
media  

monitoring the 
disinformation 
operations in closed 
channels of information  

• chain emails, 
WhatsApp and 
Telegram channels, 
private FB groups 



1. DOCUMENTING THE THREAT

measuring the influence 
of disinformation 
campaigns, e.g. via 
opinion polls. 
  
• How many people 

believe the messages 
of the disinformation 
campaign, how big 
part of society is 
affected? 



2. RAISING AWARENESS

communication 
campaigns for key 
audiences 

• civil servants, political 
parties, journalists, 
academics, senior 
citizens, students and 
youth groups 



2. RAISING AWARENESS

anticipating critical 
situations, events that 
are likely to be targeted 
by disinformation, and 
raise awareness in 
advance



2. RAISING AWARENESS

publishing analytical 
and investigative articles 
and studies 

attract and encourage 
other actors who can 
reach further audiences 

• Youtubers, online 
influencers, movie 
makers, TV 
presenters



3. REPAIRING THE WEAKNESSES

focus on divisive topics 
that get exploited by 
disinformers 

• tensions between the 
majority population 
and various national, 
racial or sexual 
minorities



3. REPAIRING THE WEAKNESSES

media literacy programs



3. REPAIRING THE WEAKNESSES
pressure on social media 
platforms as key 
multipliers in many 
countries 

• ads database, 
transparency, 
authentication of 
buyers 

• transparency of 
targeting 

• marking toxic content 

• mass spreading 
prevention



3. REPAIRING THE WEAKNESSES

soft targets protection 

• cf. the case of Jessikka 
Aro



3. REPAIRING THE WEAKNESSES

be aware of the tools 
that malicious actors use 
and try to prevent their 
success 

• Foreign secret 
services, GONGOs, 
local agents and 
assets, anti-
democratic activists, 
quasi-journalists… 



4. STOPPING THE AGGRESSORS

naming and shaming 
those who help 
disinformation to spread 

denying access to 
disinformation-oriented 
outlets



4. STOPPING THE AGGRESSORS

sanctions against 
disinformation 
aggressors 

• individuals 

• but also companies



4. STOPPING THE AGGRESSORS

using the already 
existing laws



4. STOPPING THE AGGRESSORS

asymmetrical measures 

• expose the wealth of 
Vladimir Putin and his 
clique 

• cyber attacks against 
actors involved in 
disinformation 

• exposing their identity



4. STOPPING THE AGGRESSORS

INVESTIGATE! The 
malicious activities have 
to be investigated in 
order to be justly 
punished 

• despite at least 16 
European elections 
and referenda 
targeted since 2014, 
there is not a single 
“Mueller 
investigation” in 
Europe



OPEN SOURCE DATA
SECURITY               DEMOCRACY           TECHNOLOGY

Social Media Mining

GeolocationBot/Botnet Identification

Networks Analysis Across Platforms
Election Monitoring

Narrative Analysis Users Identification 
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