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Ndrodni ufad
Jakub Onderka o omriies (€)
a informacni bezpecnost

« Vladni CERT (GovCERT.CZ)
- Narodni centrum kyberneticke bezpecnosti
- NUKIB

- Bezpecnostni analytik

- ReSeni incidentd (kdyz je tfeba)

- Vyvojar

- Priprava narodnich kybernetickych cvic¢eni (Cyber Czech, TTX)
- Kontroly kritické informacni infrastruktury (techicka cast)

- Priprava bezpecnostnich regulaci (techicka cast)

TLP: WHITE 3
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e0O® < |> £l @ rmx.news/article/article/cyber-attack-paralyzes-czech-hospital e (V) i) (]}

NEWS COMMENTARY HUNGARY POLAND CZECHREPUBLIC  CORONAVIRUS

CZECH REPUBLIC Jj CYBERSECURITY § HEALTHCARE MEDICINE CYBERCRIME NEWS

Cyberattack paralyzes 3

Czech hospital |

Due to a cryptovirus, a hospital in
the city of BeneSov has been out of
service for the second day

REMIX A cryptovirus has completely paralyzed the operations of a hospital in the Czech city of BeneSov, about 40
kilometers southeast of Prague.

CZECH NEWS AGENCY
The virus attacked the hospital system starting on Tuesday night this week but the hospital's network is

LIDOVKY.CZ still locked. Computers first began to slow down at the surgical clinic, and shortly thereafter, the IT
systems in the entire hospital stopped working. The virus overcame the hospital's firewall as well as two
antivirus systems.

Hospital management announced that patients' health and lives are not at risk, although IT workers and
cybersecurity experts have not been able to remedy the problem as of Thursday. 4
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Due to the spread of the coronavirus the
government has declared a state of emergency
and on 12 March 2020 further tightened
preventive measures

Prime Minister Andrej Babi$ announced a state of emergency and other preventive measures at a press
conference, 12 March 2020.
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Denni prehled poctu osob s nové prokazanym onemocnénim COVID-19 dle hlaSeni krajskych hygienickych stanic a laboratofi

Prehled za poslednich 14 dni | Kompletni prehled za celé obdobi | Tabulkovy prehled
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0O <> M @ https://www.zdnet.com/article/czech-hospital-hit-by-cyber- (4] t ] +

ZPNet Q AFRICA UK ITALY SPAIN MORE

Czech hospital hit by cyberattack while in the
midst of a COVID-19 outbreak

One of the Czech Republic's biggest COVID-19 testing laboratories hit by
mysterious cyberattack.

NEWSLETTERS
. By Catalin Cimpanu for Zero Day | March 13,
N1
@ in M f v ~ ﬁ 2020 - 17:36 GMT (17:36 GMT) | Topic: ZDNet Announce UK
Coronavirus: Business and technology in a ZDNet's Announcements newsletter offers
pandemic a mix of stories, special offers and

members-only benefits.

Your email address SUBSCRIBE

MORE RESOURCES

Supercharged Cybersecurity
Bundle 2018

Image via Google Street View Training from ZDNet Academy

VHITE 7
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* Fakultni nemonice Brno, druha nejvétsi nemocnice v Cesku a nejvétsi v Brné
- Testovaci centrum COVID-19

- Ransomware Utok, Sifrovani dat zacalo mezi 12. a 13. breznem (patek)
 VSechny systemy mimo provoz, fungovaly jen pracovni stanice bez centralnich
systém

« S ,vySetfovanim” jsme zacali v patek rano spolu s zaméstnanci nemocnice a
partnery

« Nase hlavni cile:
« Pomoci s obnovou systemu (ovéfrit, které systemy nebyly napadeny)
» Ziskani identifikatoru kompromitace (I0Cs) pro ovéreni, jestli se podobny utok
nechysta na ostatni nemocnice

TLP: WHITE 8



Neni téZké napadnout Ceské nemocenice . s

Popis stavu

e nemocnice je IT prorostla a na IT zavisla, Ze bez PC nejsou prakticky schopni
lécit,

e v Pelhfimovské nemocnici je 700 zaméstnancu, 340 lUzek, za 2019 celkem
80k ambulantnich vySetfeni a 14k hospitalizaci,

e |T oddéleni ma 4 zaméstnance,

e v siti maji 400 stanic a 40 serverQ + jesté telefony, ustfedny, tiskarny, 40 IT
systéma,

e vyviji si sami interni www systémy (30),

e maiji cca 50 IT zasahu za den (volani a zadosti zameéstnancu),

® na nic jiného neni €as,

e podfinancovani, Spatné personalni zabezpeceni, stary HW,

e legislativa si vynuti novy systém, tak se pofidi, ale pak se uz o né&j nikdo
nestara,

e maji 400 stanic a jeSté dnes maji 60 stanic s Windows XP,

e po v médiich propiranych kauzach se trochu hnuly ledy a do HW se zacalo
trochu investovat, za posledni 4 mésice vymeénili 70 stanic,

e nikdy nekoncici nafek, za 10 let se mu nepovedlo prosadit jednoho IT ¢lovéka
navic,

Zdroj: https://blog.kamil-zmeskal.cz/2020/09/jak-vypada-it-v-nemocnici-v-pelhrimove.html

TLP: WHITE 9
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Neni tézké napadnout éeské nemocenice . e

FN Hradec Kralove FN Motol (Praha)

| s R.FKM{]'@

Zdroj: https://twitter.com/matesfm/status/1235974604637835265
Zdroj: https://twitter.com/krcmar/status/1264814764095672326

TLP: WHITE 10
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Co je to identifikator komprimitace o oo

a informacni bezpecnost

- Jakykoliv technicky Udaj, ktery je spojen s utokem.

* IP adresa: 8.8.8.8, 8.8.0.0/16, 2001:0db8:85a3:0000:0000:8a2e:0370:7334
e Doména: www.attacker.com

e URL: https://atacker.com/a/vbztx

e Hash: 9e107d9d372bb6826bd81d3542a419d6

 E-mailova adresa: info@attacker.com

 Nazev souboru: faktura-fn.docm

 Umisténi v registru systemu Windows
. a dalsi

TLP: WHITE 1
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a informacni bezpecnost

» Pomoci e-mailll @
* Komplikovaneé - vyZaduje rucni kopirovani identifikatoru do
bezpecnostnich systemu

* Nezabezpecene - témér nikdo nepouziva PGP nebo S/MIME pro
podepisovani a Sifrovani e-maild
* Nespolehlivé - nedokazeme zjistit, zda byl e-mail opravdu dorucen

- Nékdy nezname aktualni kontaktni informace, jelikoz subjekty neplni
své zakonné povinnosti

* Nachylne na chyby - preklepy, poslani e-mailu s e-mailovymi adresami v
kopii, zapomenuti na obfusakci identifikatoru

TLP: WHITE 12
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Narodni ufad pro kybernetickou a informacni bezpecnost
Mucednicka 1125/31

616 00 Brno — ZabovFesky Utad dale pro mozné provéieni 3kodlivé &innosti uvadi hashe $kodlivych soubori:
1€0: 05800226
ID datové schranky: zzfnkp3 File type: Win32 EXE
L e MD5 28e1786bd652942f0be31080a9452389
Spisova znacka: Brno, 1€
350 - 231/2020 e SHA-144cbh931eel6f1f6e3b408035efcd795d8aa0c9be
Cislo jednaci: e SHA-256 7aa996ff7551362f42ba31d4cd92d255a49735518b3f4dc33283fdd5c5a61b42

2066/2020-NUKIB-E/350

File type: Win32 EXE
L. e MD5 e20ee9bbbdlebel31f973fe3706ca799
VAROVANI o SHA-14e92e5che9092f94b4f4951893b5d9ca304d292¢
o SHA-256 f632b6e822d69fb54b41f83a357f65d8bfc67bc3e304e88bfad9f0csaedc224

Narodni Gfad pro kybernetickou a informacni bezpecnost, se sidlem Mucednicka 1125/2
(dale jen ,Ufad“), podle § 12 odst. 1 zdkona ¢. 181/2014 Sb., o kybernetické bezpeén:
souvisejicich zakon(, ve znéni pozdéjsich predpisti (dale jen ,zdkon o kybernetické File type: Win32 EXE

vydava toto e MD5 9dbbfa81fe433b24b3f3b7809be2cc7f
e SHA-1 b87405ff26a1ab2a03f3803518f306cf906aba7f
e SHA-256 dfbcce38214fdde0b8c80771cfdecd99fc086735c8e7e25293e7292fc7993b4c

TLP: WHITE 13



Obfuskace (dajd o,

a informacni bezpecnost

- Zabranéni omylum, kdy prijemce klikne na malware URL v e-mailu
- Ochrana pred pouzitim automatizovanych nastroju detekce

* IP adresa: 8.8.8.8 -> 8[.]8.8.8
* Domeéna: attacker|[.Jcom
* URL: hxxps:/ /attacker.com

* E-mail: info[@]attacker.com

TLP: WHITE 14



Potfebujeme néco lepsiho...

- Potfebujeme nastroj, kterym bychom sdileli 10C pro nasi konstituency (zakazniky):
* Jednoduse - z webového rozhrani, jen s nékolika manualnimi kroky

* Automatizované - zakaznici se muzou pripojit do system skrz automatizované
APl pomoci existujicich formatl (STIX2, MISP, ...)

* Bezpecné - vSechna komunikace musi byt Sifrovana
* ACL - néktera I0Cs chceme sdilet jen urcite skupiné organizaci

* KIl - systém musi splnovat pravidla pro kritickou infromacni infrastrukturu
 Nice to have”

* Zpétna vazba - konstituence s nama muze kooperovat

* UX - uzivatelské rozhrani musi byt srozumitelneé

TLP: WHITE 15
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- Externi vyvoj nového systému
- drahe
- Casové narocné
- nejisty vysledek

- Interni vyvoj
- nemame kapacity

* Rozhodli jsme se vybat existujici system - MISP

TLP: WHITE 16



Ndrodni Uurad

Proc js me vybra LI MISP A

- De facto prumyslovy standard
- Mezinarodni partneri (NATO @ == g1 = == & 3 dalsi)
- Narodni partneri
- Nékteré organizace v nasi kostituency

- Open-source

- Pouzivame tento system pro vnitrni pouziti

« Temér spliuje nase pozadavky

* Nesplnoval pozadavky pro KilI M I s P
« Musime systém upravit pro nase potreby
Threat Sharing

TLP: WHITE 17
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Initial event

Event with
confributed attributes

“a

5D

MISP

Threat Sharing



You are currently logged in as a site administrator and about to edit an event not belonging to your organisation. This goes against the sharing model of MISP. Use a normal user account for day to day work.

View Correlation Graph Racoon Stealer Related Feeds
View Event History
Event ID 780 CIRCL OSINT Feed (1)
Edit Event uuID 5e5709a4-8850-453e-9f11-275a0a0a020f
Delete Event Creator org laskowski-tech.com
Add Attribute Owner org Testovaci organizace
Add Object Email admin@admin.test
Add Attachment Tags Q& keylogger/infostealer x racoon B tip:white B
Populate from...
Date 2020-02-27
Enrich Event
) Threat Level Low
Merge attributes from...
Propose Attribute Analysis Initial
Distribution I
Propose Attachment All communities o<
Info Racoon Stealer
Publish Event
Publish (no email) Published No
Publish event to ZMQ #Attributes 31 (4 Objects)
Download as... First recorded change 2020-02-27 00:14:02
Last change 2020-08-31 12:42:47
List Events
Modification map
Add Event .
Sightings 0 (0) - restricted to own organisation only.
=Pivots =Galaxy =Eventgraph =FEventtimeline =+Correlation graph =ATT&CK matrix =Attributes = Discussion
780: Racoon...
Galaxies
Attack Pattern Q
+ @ Spearphishing Attachment - T1193 Q =W
+ G PowerShell - T1086 Q =W
+ @ Command-Line Interface - T1059 Q =W
+ @ Commonly Used Port - T1043Q, :=§




a informacni bezpecnost

Jak to bude fungovat e e

&)

Threat Sharing
INT=ZLMQ

5 - —»  MISP API (IPS/IDS/FW/HIPS)
MISP — MISP —
. \J
konstituence / Threat Sharing Threat Sharing —\\
loCs od partnerd Interni MISP Externi MISP Sifrovany e-mail

Jiné zdroje

Webove rozhrani

NUKIB Organizace

TLP: WHITE 20
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- Pokud jste KII/VIS/PZS subjekt nebo dodavatel
« Zjistit si, jak MISP funguje (https://www.misp-project.org)
- Ovérit, zda vase sonda/FW/IDS/IPS/SIEM podporuje standardni formaty
a rozhrani pro import I0Cs (STIX, STIX2 nebo MISP)
« Pfi nakupu novych technologii vyzadovat podporu standardnich formatu

- V pripadé velkych organizaci s bezpecnostnim tymem si vyzkouset
vlastni instanci (https://www.misp-project.org/2019/09/25/hostev-vs-
own-misp.html)

TLP: WHITE 21


https://www.misp-project.org
https://www.misp-project.org/2019/09/25/hostev-vs-own-misp.html
https://www.misp-project.org/2019/09/25/hostev-vs-own-misp.html
https://www.misp-project.org
https://www.misp-project.org/2019/09/25/hostev-vs-own-misp.html
https://www.misp-project.org/2019/09/25/hostev-vs-own-misp.html

Ndrodni ufad
pro kybernetickou
a informacni bezpecnost

Jakub Onderka
Bezpecnostni analytik, GovCERT.CZ

- s

Narodni Urad pro kybernetickou a informacni bezpecnost

E-mail: j.onderka@nukib.cz
PGP: 2EEF ASE6 CABO A87F 4531 1FC3 B158 F39D C523 01CD

TLP: WHITE

22



