ABSEC s.r.o.

ABeeC Official AppGuard Reseller for Europe

ICO: 08387508
Sidlo: Nupacka 1155/9, Strasnice,
100 00 Praha 10

Nastaveni bezpecnostniho subsystemu pro
operacni system MS Windows

Bezpecnostni subsystém je zaloZen na bazi endpoint management aplikaci AppGuard
a DriveLock. Aplikace DriveLock Device Control spravuje vSechna vymeénitelna média
a externi zarizeni, pficemz umoznuje provadét nasledujici Fizeni externich médii:

e Flexibilni kontrola véech externé pripojenych médii, umoznuje urcit, kdo a kdy
muze pouzivat konkrétni externi zarizeni.

e Integrovana kontrola toku dat umoznuje definovat, kdo smi Cist nebo
kopirovat soubory.

e Rozsahly audit operaci se soubory, kdy lze sledovat, kdo zkopiroval ktery
soubor, na jaké médium a kdy to bylo provedeno.

Nastaveni systemu AppGuard

AppGuard zablokuje veskery malware na urovni jadra operaéniho systému, jesté nez
se dale rozsifi a zpusobi $kody.a zarucuje tzv. Zero-day ochranu tj. zabrani v den 0
spusténi Uplné novych, neznamych skodlivych kodu (malwarda).

Umisténi aplikace : %systemdrive%:\ProgramFiles(x86)\AppGuardLLC\AppGuard
Enterprise

Typ spousténi sluzba Windows , AppGuardAgent.exe
Umisténi auditnich zaznamu:

e %systemdrive%:\Program Files (x86)\AppGuard LLC\AppGuard
Enterprise\egalog.log a debuglog.log Logy aktualniho dne,

Nasledné se tyto zaznamy presouvaji v Sifrované podobé do nasleduji slozky

 ‘%systemdrive%:\Program Files (x86)\AppGuard LLC\AppGuard
Enterprlse\{generovane ID}, tyto auditni zaznamy je mozné desifrovat pouze
prenosem na centralni AGMS konzoli

V pripadé systému AppGuard je nastavena nejprisnéjsi politika Workstation - Locked,
kdy jsou zablokovany nékteré funkce Windows, napriklad Powershell a prikazovy
radek., systém umoznuje spousténi béznych aplikaci, které byly v okamziku certifikace
nainstalovany v notebooku. Tuto ochranu muze pozastavit pouze administrator po
zadani bezpecnosti hesla (Pass Phrase).
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Admin mode je uréen k vypnuti vsech
ochrannych mechanizmi AppGuardu. Zapnuti
admin mode se provadi pres poklepani na ikonu
z oznamovaci oblasti, kdy se otevre nasledujici

ovladaci okno.
Stisknutim tlacitka Advanced otevieme ovladaci panel pro
aktivaci admin mode

Je nutné oznacit volby:
e Disable
e protencions
Disable self-

protections
a vyplnit Pass Phrase'
Vse se potvrdi tlacitkem Enable

Stejny postup jako u zapnuti je nutné odznacit volby:
o Disable protections
e Disable self-protections

Vse se potvrdi tlac¢itkem Disable?".

Administrator Mode *

Contact your AppGuard system administrator for instructions on
how to disable AppGuard using the one-time pass phrase.

One Time Phrase: | IOPW

Pass Phrase: | |

Windows Logon: | |

Password: | |

Jisable protections
Jisable self-protection {TamperGuard)

Enable Cancel

V pripadé nutnych zmén nelze novou konfiguraci vytvaret v lokalnim systému. Za timto
Ucelem je u dodavatele udrzovan aktualné platny konfiguraéni soubor.

V pripadé nutné zmény jsou tyto provadény u dodavatele,
pricemz po provedné zméné je tento soubor konfigurace
predan bezpecnostnim nebo systémovému spravci.

Vlastni aplikace nastaveni se provadi tak, ze dodany
konfiguracni soubor se nahraje do slozky
%systemdrive%:\ProgramData\Appguard\Policy. Nova politika
se aplikuje po restartu Windows ¢i vyvolanim volby Refresh
policy.

! Pass Phrase je jedine¢né heslo, které bylo pfedano pfi ivodni instalaci

AppGuard ...

Refresh Policy
View Policy

Log Severity
Send Log

View Log

Send Debug Log

Help
About ...

Exit (GUI)

&11 AM
3/3/2022
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2 Systém po startu (restartu) automaticky, bez ohledu na pfedchozi nastaveni, startuje s vypnutym admin

modem
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Nastaveni systému DriveLock

DriveLock Device Control spravuje vSechna vyménitelna média a externi
zarizeni. Kontrola externich disk:
e Flexibilni kontrola vsech externé pripojenych médii, spravce urci, kdo a kdy muze
pouzivat externi disky.
e Integrovana kontrola toku dat prostrednictvim kontroly typu dat: Definujete, kdo
smi ¢ist nebo kopirovat které soubory.
e Rozsahly audit operaci se soubory: MuzZete sledovat, kdo zkopiroval ktery
soubor. na jaké médium a kdy to bylo provedeno.

Umisténi aplikace : %systemdrive%:\Program Files\CenterTools\DriveLock
Typ spousténi : sluzba Windows , proces DriveLock.exe

Umisténi logu: vyuziva se integrovany systém Windows dostupny pres Prohlize¢ udalosti

Jednotlivé politiky se konfiguruji pomoci spravcovskeé konzole DriveLock Management
Console

## Drivelock - [DriveLock]

Soubor Akce Zobrazit Napovéda
«= H

W# DriveLock

(571 Groups

2 s DriveLock
ET Policy assignments
{89 DriveLock Enterprise Services

& Drivelock File Protection

Management Console

f Operating — / Welcome to DriveLock.

spravcovska konzole
DriveLock
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Vybrat volbu Policies - horni menu Akce a dale postupovat dle obrazku Pro offline
konfiguraci je nutné konfiguraéni soubor jako FallbackConfig.cfg

@® Drivelock - [DriveLock\Policies]
Soubor | Akce Zobrazit Mapovéda

g = | Mova polozka ¥ Centrally stored policy...
@@ Drivel Viechny dkoly > Configuration file...
E:] Gr Aktualizovat Add Group Policy Object...
p
% pz Exportovat seznam... 44 FallbackConfig.cfg Configu
= Dr Vlastnosti
& D
B4 o Mapovéda
postup tvorby nové politiky
Prislusnou politiku lze v konzoli aplikace Policy name Policy type Size
DriveLock editovat dvojklikem na vybrany Sern zadejte text | Sem zade.. | Sem za..
soubor politiky, nebo pres pravé tlacitko a i Configuratio... 22.5 kB

volbu Edit.
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V sekci Global configuration lze nastavit zasadni parametry pro béh agenta, jako jsou:
e opravnéni na ukonceni agenta,
e nastaveni licence
e nastaveni notifikaci pro uzivatele.

* nastaveni notifikaci pro uZivatele.

WMo
## Soubor Akce Zobrazit Okno Napovéda
ez H|H

) C:\temp\_drivelock\FallbackCol
v ¢ Global configuration
@ Settings e et
[ User interface settings h e

B} Server connections
& Trusted certificates
Fl File storage
& Multilingual notification
7 Configuration filters
» [ Self-service groups
% EDR
Drives
> 23 Devices L@A License
-+ Network profiles
Applications
& Encryption
) Defender Management
g Security awareness
%) Inventory and vulnerability s

Here you can enter licenses and configure which modules you want to activate on your agents.

i)k If you have installed the DriveLock Agent by using the full setup program, it functions without a license file for a trial period of 30 days. » -
You can find a trial Agent license that is valid for 10 agents in the defautt installation folder as "AgentTrial lic". Current license: Agent trial license
Number of licenses: 10

Change...

Installed license keys: 1

3 Opérabiig Systien mansgen Licensed options: Device Control, Encr
Npith ity DriveLock PBA for Bitlocker, Vulnerabil
B lanagement console

' @ Agent self-protection

The DriveLock Agent contains several Windows services and device drivers.
Agent self-protection lets you secure the Agent against unauthorized access, either completely, or allow access only for certain users and groups.

Configure Agent self-protection...
/" Advanced configuration

Globalni nastaveni agenta

(:D Agent self-protection

The Drivelock Agent contains several Windows services and device drivers, Configure Agent self-protection...

Agent self-protection lets you secure the Agent against unauthorized access, | - Advanced cenfiguration
either completely, or allow access only for certain users and groups.

Permizzions on service: Default

Do some users have local administrative rights? Remote control permissions: BUILTINVAdrministrators
Turn on nen-stoppable mode to simply deny any access to Drivelock Remote control permissions (readonly): Mo one
services, Running in Windows 5afe Mode: Disabled

Running non-stoppable: Disabled
Encrypted communications (S5L) enforced: Disabled

zabezpeceni agenta

ABSEC s.r.o. www.absec.cz info@absec.cz
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Drivelock (vypnuti sluzby) je moZné omezit pouze na uréitou skupinu uzivateld. V
pripadé nastaveni aplikace prislusného notebooku je zvolena volba pouze pro uzivatele

ve skupiné

,builtin\administrators*

Agent self-protection X
DrivelLock Agent service permissions
Configure which users or groups are allowed to query, start or stop DriveLock Agent §
services

You can use this setling to prevent local administrators from stopping DriveLock services in violation
of your organization’s security policy.

User or group Hllow Deny
s NT AUTHORITY\SYSTEM Query service informatio
s BUILTIN'Administrators Full control

ase NT AUTHORITY\Autherticat_.  Query service information

e BUILTIN\Power Users Query service informatio

Add Remove Edit

2 s

Agent self-protection and global security settings
These settings control how Drivelock protects itself against unauthorized access to Agent services,
and global security settings for Agents.

[ Permissions on Drivelock Agent services (Mot configured)
Configures which users or groups are allowed to query, start or stop DriveLock Agent services,
You can use this setting to prevent local administrators from stopping Drivelock services in
violation of your organization's security policy.

};@ Run Drivel ock Agent services in non-stoppable mode (Disabled)
Configures whether Drivelock Agent services can be stopped. You can use this setting to prevent
all users from stopping Drivelock services,

g@ Start Drivel ock Agent in Safe Mode (Disabled)
Configures whether DriveLock is active when the computer is running in "5afe mode",

% Password to uninstall DriveLock (Mot configured)

Configures a password that is required to uninstall the DriveLock Agent. Configure this option to
prevent local administrators from uninstalling the DriveLock Agent.

Zabezpeceni agenta

V této sekci lze povolit ¢i zakazat pripojeni jednotlivych diskl na zakladé rozhrani. V
tabulce lze vidét, které rozhrani je zamceno (Locked) ¢i povoleno (Not locked).

Nastaveni spravy externich disku je zaloZeno na principu ,Blacllist“ pro vSechna
zarizeni a ,WhiteList“ pro schvalena zarizeni (zakazat vSe a povolovat vyjimky).

5 Settings
[@ Removable drive locking
~ = Drivewhitelist rules
%, Whitelist template rules
~ % File filter templates
[8) File type definitions.
E File type groups
& Drive collections
@) Authorized media
= Devices
< Network profiles
[@] Applications
& Encyption
7 Defender Management
Egl Security awareness
B Inventory and vulnerability scan

L Operating system management
Management console

Add whitelist rule...

Removable drive locking

Note: Bus.

Configures the base policy used for all drives of a certain global type.

Start here to define how drives are controlled in your network, then create whitelist rules for exceptions to this basic configy
next step,

configuration (USE, 1304, and SD) tokes precedence over drive type configuration.

are available in /” Advanced

Drive type Status

devices

& CD-ROM drives

@ Encrypted volumes
& Vis Firewire (1394) connected

® Fixed disks Not configured (Mot locked)
@ Floppy disk diives

Not configured (Locked)
Nt configured (Not locked)

Not configured (Locked)

Mot configured (Locked)

d shares (Not locked)
Not locked

Not configured (Locked)
Locked

globalni sprava externich zarizeni

Kliknutim na nazev rozhrani lze editovat stav. Lze povolit rozhrani na zakladé

uzivatelskeho Uctu nebo

' prpaQé volby Deny (lock for all users) lze v sekci Drive whitelist rules povolit jednotliva

zarizeni.
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- Drive whitelist rule=
% Whitelist temp
File filter template
[} File type defini
El File type groug
=5 Drive collections
@ Authorized media
Devices

Metwork profiles
Applications

[

Encryption

Mova polozka
Viechny dkoly

Zobrazeni

Oteviit v novém okné
Exportovat seznam...
Vlastnosti

MNapoveda

Defender Management
Security awareness

Inventory and vulnerability scan

Operating system management
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Drive rule...

Drive collection rule...

Metwork drives rule...
WebDAV-based network drives rule...
Drive size rule...

Encrypted media rule...

Base rule...

Terminal services rule...

Rule from termnplate...

Hardware I rule...

Folder...

Pridani nového zarizeni

1) Pravé tlacitko na polozku menu
2) Vybér zarizeni na zakladé pripojenych zafizeni k danému pocitaci
3) Pro povoleni zafizeni musi byt vybrana volba Active

Zaroven musi byt nastavena volba omezeni na zakladé sériového cisla (volba
allow selected serial numbers )

Mew drive exception - vlastnosti

Logged on users
Encryption Options

General

Vendor ID ||
Product ID |

Active

Comment

Symbol

Drive letters

Awareness
Drive scan

? X

Messages
Commands

Pemmissions ~ Filter / Shadow  Time limits  Computers  Metworks

=

[ Only allow selected serial numbers

Serial number Comment Add...
Remove
Edit...
Zust Pougit

Mew drive exception — vlastnosti ? *
Logged on users Drive letters Awareness Messages
Encryption Cptions Drive scan Commands

General  Pemissions  Fiter / Shadow  Time limits  Computers  Networks

2RI LIS B S TORDisk KingstonData Traveler 2 0P MAP

This type of rule is based on the Windows hardware 1D {e.g. "USBSTORM
Disk Vendor_Product") and is provided mainly for upgrading from other
endpoint security solutions to DriveLock.

ive

Comment kingston

Symbaol [

Oty allow selected seral numbers

Serial number
c860008863 Tb06...

Comment Add...

Remove

Znu Poui
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1) Ulozit v konzoli pomoci tlaéitka Ulozit
w® Drivelock

B Soubor Akce Zobrazit

= 7 E= H ¥

no  MNapovéda
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B Chtemp_drivelockh\FallbackColl| Vendaor ID / Rule type

Maodule name

Semn zadejte text T

¥ Global configuration Sem zadejte text | T
= EDR
W g@? Drives .= Hardware 1D LSBSTOR Disk

5 Settings = Hardware ID
Remuovable drive locking &
= Drive whitelist rules
File filter ternplates
Crive collections

Autharized media

& [Ty s M)

2) Zavrit okno politiky

USBSTORADiskKings...
USE DISK 3.0

3) Kopirovat uloZeny soubor FallbackConfig.cfg do systémové slozky
Drivelock - C:\Program Files\CenterTools\DriveLock ( prepsat stavajici

soubor)

Do umisténi souboru s konfiguraci se lze dostat napriklad z okna hlavni

konzole pomoci nasledujici volby

4) Restartovat sluzbu DriveLock
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Antivirova ochrana

K zajisténi této funkcionality bude vyuzivan program Windows Defender, ktery
predstavuje klasicky antivirovy program v kombinaci se systémem AppGuard (viz
predchozi bod)

U KPS bylo rozhodnuto, Ze offline aktualizace antivirovych definic nebude provadéna.
Bezpecnostni spravce informacniho systému ma za to, Ze vétsi riziko, vzhledem ke
konfiguraci notebooku predstavuje tato aktualizace nez jeji neprovedeni.

Bezpecnostni spravce / spravce informacniho systému zajisti, aby rezidentni ¢ast
antivirového software byla aktivovana pfi startu notebooku a pracovala pFi jeho
béhu. Rezidentni ochrana notebooku bude zapnuta, a to véetné testovani SSD a
USB flash paméti.

V pfipadé, Ze je nalezen vir, je opravnén jej odstranit spravce informacniho
systému. UzZivatel, ktery vir zjistil, neprodlené o této skutecnosti informuje
Bezpeénostniho spravce informacniho systému. Bezpecnostni spravce
informacniho systému pak zajisti v soudinnosti se spravcem informacniho
systému provedeni kompletnich antivirovych testt na véech nosicich utajovanych
informaci, které byly od posledni kompletni kontroly pouzivany. V pripadé, Ze
infikovana data pochazeji od jiného subjektu, informuje Bezpecnostni spravce
informaéniho systému dany subjekt o zjisténém viru.

Vzhledem k instalované technologii AppGuard lze konstatovat, Ze vir se z pripadné
nakazeného souboru vzhledem k ,sandboxovani“ nebude v informaénim systému Sifit
dale.




