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Dear reader,
It is my pleasure and honour to present to you the 
Report on the State of Cybersecurity in the Czech 
Republic for 2024, a year filled with both challenges 
and positive trends. Thank you for your interest in this 
crucial area, one that is constantly growing in impor-
tance in our society.

NÚKIB registered a record number of cybersecu-
rity incidents (268) in 2024. This figure may seem 
alarming at first glance, yet the increase is rather small 
compared to the previous year. The continued decline 
in the severity of incident impacts - now marking its 
third consecutive year - is particularly noteworthy. We 
recorded only one very significant incident in 2024, a 
major improvement compared to previous periods. 
The number of significant incidents fell by more than 
half, a positive trend.

The most common incidents were DDoS campaigns by foreign-language hacktivist 
groups. These attacks cause short-term outages and disruptions in the availability of 
the websites attacked, but their impact on critical infrastructure is minimal. On the 
other hand, ransomware attacks continue to prove a very serious threat. Although 
they are fewer in number than DDoS attacks, their reputational or financial damage 
can be incalculable. The CrowdStrike outage stands out and cannot be overlooked 
when reviewing incidents. Although it was not a targeted attack, the technical failure 
caused by a faulty update tested preparedness and cooperation at both national and 
international levels.
As in previous years, the activities of state-sponsored actors continued in 2024. The 
cyberattacks by groups operating under Russian intelligence services were the most 
significant. The Czech Republic was involved in an international operation against the 
Russian-sponsored APT28 group in the past year and, along with other countries and 
international partners, condemned it and attributed its malicious activities in cyber-
space to the Russian Federation.

One of the major achievements in the past year was stabilisation in the area of cyber-
crime, thanks to work by the Police of the Czech Republic (hereinafter the “PCR”). 
The number of newly registered criminal offences in cyberspace fell, not only below 
the level of 2023, but below that of 2022. The awareness-raising campaigns we are 
working on with other partners seem to be slowly bearing fruit. We are not resting 
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on our laurels because the sophistication of cyber attackers’ actions is also increasing 
with the rapid development and massive deployment of artificial intelligence.

We have come a long way in terms of legislation over the past year. One milestone 
was the approval of the Act on Cybersecurity by the government – we are currently 
waiting for the Chamber of Deputies of the Parliament of the Czech Republic to 
discuss it. Another important step was the completion of the draft National Policy on 
Coordinated Vulnerability Disclosure, intended to support the identification of vulner-
abilities in ICT products without their discoverers having to fear negative legal conse-
quences. Internationally, we were actively involved in the negotiations around the 
regulation on cyber resilience, which aims to improve the cybersecurity of software 
and hardware products.

Partly due to the increase in the number of regulated entities, NÚKIB is intensively 
preparing an e-learning train-the-trainer course. Its aim is to teach interested parties 
how to prepare effective non-technical exercises in their home organisation.

I am pleased to see that our annual survey of organisations shows not only a contin-
uing trend of increasing cybersecurity budgets, but also a gradual increase in the 
number of organisations increasing their budgets. However, a lack of qualified experts 
and their insufficient remuneration remain long-term problems. The public sector, in 
particular, suffers from the second issue – on the one hand, it is difficult to fill special-
ised positions, while on the other, employees leave due to insufficient financial remu-
neration. The importance of cybersecurity is constantly growing and so is the need for 
qualified specialists. This situation needs to be actively addressed.

The year 2024 brought us not only challenges, but also opportunities to strengthen 
our capabilities and ensure security in cyberspace. It is up to us to meet these chal-
lenges head on and, together, build a more secure future for all.

Cybersecurity
is not only a

technical problem,
but a complex challenge requiring

a multidisciplinary approach.  
Cooperation between government  

institutions, the private
sector and civil society

is needed to create a resilient
and secure digital

environment.
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About the document

Questionnaire survey

Evaluation process

Probabilistic expressions used  
in the Report on the State of Cybersecurity  
in the Czech Republic for 2024

At the beginning of 2024, NÚKIB sent out a questionnaire with 63 questions to enti-
ties regulated pursuant to Act No. 181/2014 , on cybersecurity and on amendments 
to related laws, as amended (hereinafter the “Act on Cybersecurity”), as well as 
to a number of other key institutions and organisations not regulated by the Act 
on Cybersecurity. The questions covered a wide range of topics, such as cyberat-
tacks, cybersecurity costs, cybersecurity staffing, users, technology and established 
processes. A total of 415 entities, 324 regulated and 91 unregulated, completed the 
questionnaire. NÚKIB drew information from the data obtained for the purposes of 
the Report on the State of Cybersecurity in the Czech Republic for 2024 (hereinafter 
the “Report”). All the data from the questionnaires have been anonymised.

The evaluation of the state of cybersecurity in the Czech Republic is based on an 
analytical process that includes the quantitative and qualitative evaluation of data 
from the completed questionnaires, NÚKIB findings, information provided by part-
ners, and other available information from open sources. NÚKIB was not in a posi-
tion to check the data provided by the respondents or to verify the claims in depth. 
The Report’s analytical conclusions are based on the premise that the questionnaire 
responses are true. We use probabilistic expressions for the expression of analytical 
evaluation (see below).

The Report does not provide an exhaustive list of all cybersecurity activities. The 
document’s purpose is to describe and evaluate threats in cyberspace that the Czech 
Republic faced in 2024, as well as activities that help mitigate them.

Almost sure

Very likely

Probable

Cannot be ruled out / Real possibility

Improbable

Very unlikely

90–100%

75–85%

55–70%

25–50%

15–20%

0–10%
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People’s Republic of China

Czech Republic

Denial of Service / Distributed Denial of Service
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(Главное управление Генерального штаба Вооружённых Сил России)

public administration information systems

North Atlantic Treaty Organization

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on 
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EU 
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Visualisation 1: Cybersecurity of the Czech Republic in data
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An increase in the 
number of cyber inci-
dents recorded and 
a decrease in their 
severity

Summary of the Report on the State of 
Cybersecurity in the Czech Republic in 2024

Last year, the National Cyber and Infor-
mation Security Agency (hereinafter 
“NÚKIB”) recorded the highest number 
of cybersecurity incidents (herein-
after “incidents”) to date, namely 268. 
Compared to 2023, when 262 inci-
dents were recorded, this is only a small 
increase. The severity of the impacts of 
recorded incidents declined for the third 
year in a row. NÚKIB recorded only one 
very significant incident in 2024. There 
were 18 significant incidents, less than 
half of the 43 recorded in 2023. 

DDoS attacks form a significant percentage 
of these incidents, most being caused 
by Russian-language hacktivist groups, 
especially NoName057(16). However, its 
malicious activities continued to cause no 
damage to the affected targets beyond 
short-term outages of the compromised 
sites. One recent trend is the increase 
in the number of hacktivist groups 
attacking weakly secured operational 
technology (OT) and SCADA systems of 
industrial enterprises in Western coun-
tries.

The threat posed by ransomware attacks 
persisted in 2024, with a steep increase in 
the last quarter. In October 2024, NÚKIB 
registered seven ransomware attacks, 
the highest number recorded in a month.

BIVOJ project. Specifically, tasks were 
defined to move the project into the 
next phases. The essential steps were 
the preparation of feasibility studies for 
architectural design and strategic direc-
tion, and the establishment of a Steering 
Committee for the project.

NÚKIB was also actively involved in the 
negotiations around the Regulation on 
Cyber Resilience, a ground-breaking 
piece of EU legislation, last year. It aims 
to improve security by introducing cyber-
security requirements for software and 
hardware products. 

In 2024, NÚKIB also completed the 
preparation of a draft National Policy 
on Coordinated Vulnerability Disclosure, 
which aims to support the discovery of 
vulnerabilities in ICT products across 
the Czech Republic without the threat 
of negative legal impacts for those who 
discover them. In the draft for the new 
Act on Cybersecurity, the government 
CERT is designated as the coordinator 
for the purpose of coordinated vulner-
ability disclosure, and anybody will be 
able to anonymously report vulnerabil-
ities found to it.

Last but not least, NÚKIB continued to 
raise awareness and organise cyberse-
curity exercises. In the area of exercises, 
last year NÚKIB focused on conceptual 
activities in connection with the increase 
in the number of regulated entities. 
One of the results of this activity will 
be a train-the-trainer e-learning course 
that will teach those interested how to 
prepare an effective non-technical exer-
cise in their home organisation.

Most common types 
of attacks

Regulation on Cyber 
Resilience

National Policy 
on Coordinated 
Vulnerability
Disclosure

Awareness-raising 
activities  
and exercises

The year 2024 also marked a turning 
point for the drafting of a new Act on 
Cybersecurity. The draft was discussed by 
the Government Legislative Council and 
subsequently approved by the govern-
ment and forwarded to the Chamber of 
Deputies of the Parliament of the Czech 
Republic. In the Chamber of Deputies, 
the law was discussed in the Committee 
on Security, the Committee on Defence 
and the Committee on Economic Affairs. 
Amendments to the law were proposed in 
committees and during its second reading. 
The law is currently awaiting the comple-
tion of the legislative process in both 
chambers of the Czech Parliament. NÚKIB 
has prepared a number of supporting 
materials for the law, some in English.

Act on Cybersecurity

Looking at these incidents from the 
perspective of our survey respondents, 
the most common types of attack remain 
phishing and fraudulent e-mails. Approx-
imately half the organisations have also 
experienced malware, network perimeter 
scanning or spear-phishing attacks.

BIVOJ project

Last year was also a milestone for the 
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Cybersecurity
in the Czech Republic
in 2024
from the perspective  
of NÚKIB

The information presented is based on NÚKIB sources and the evaluation of 415 questionnaires (see the About the document section).
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Cybersecurity
in the Czech Republic
in 2024
from the perspective  
of NÚKIB

In 2024, NÚKIB recorded a total  
of 268 cybersecurity incidents,  
the highest recorded number so far.

Figure 1: Trends in the number of incidents recorded by NÚKIB, 2018–2024

Figure 2: Evolution of the number of incidents recorded by NÚKIB in 2024

However, compared to 2023, when 262 
incidents were recorded, this is only a 
small increase.

The incident composition is very similar 
to last year, with availability attacks 
accounting for the largest share at 43%.

In 2024, the majority of recorded DDoS 
attacks were carried out by predom-
inantly Russian-language hacktivist 
groups, whose activities were very often 
coordinated by the NoName057(16) 
group. This confirms the new trend of 
hacktivist groups working together. 
However, its malicious activities 
continued to cause no more damage 
to the affected entities than the short-
term outages of the websites attacked. 
Nevertheless, the group demonstrated 
a continuously high operational tempo, 
being behind most of the record 30 DDoS 
attacks in the country in October. 

The Russian-language hacktivist group 
NoName057(16) was again behind most of 
the recorded DDoS attacks in 2024.

268 incidents in total

A new trend in the 
context of hacktivist 
activity was growth in 
the number of actors 
attacking weakly 
secured operational 
technology (OT) systems 
and SCADA systems of 
industrial enterprises 
in Western countries. 
One incident of this type 
was also recorded in the 
Czech Republic (see the 
Outlook on cybersecu-
rity trends chapter).
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In terms of the severity of recorded incidents, 
a trend towards reduced impact has been 
evident for three years now. 

A continuation of 
current trends can be 
expected in the near 
future. There will be 
incidents related to 
the geopolitical situa-
tion, and not just in the 
context of the war in 
Ukraine.

Figure 3: Year-on-year comparison of the severity of incidents recorded by NÚKIB 
between 2022 and 2024

The threat of ransomware attacks also 
persisted throughout the year. NÚKIB 
recorded several every month [the real 
number of attacks outside NÚKIB’s scope 
of vision is almost surely (90–100%) 
higher]. 

Although ransomware 
attacks accounted 
for less than 11% of all 
recorded incidents, 
their impacts show that 
they are a very serious 
threat. In addition to 
the leakage of sensitive 
information, they can 
lead to data encryption, 
as well as temporary 
suspension of production 
or service provision. All 
of the above, of course, 
entails reputational and/
or financial damage. 

One specific event 
with global impact was 
the failure of Crowd-
Strike’s EDR software, 
which caused widespread 
system outages across 
various sectors and the 
consequent unavailability 
of various services.

The domestic impact of this event was 
smaller than in other Western countries, 
but NÚKIB recorded nine incidents in this 
context. 

In terms of the severity of the recorded 
incidents, a trend towards reduced 
impact has been evident for three years 
now. There was only one very signifi-
cant incident recorded in 2024, with 18 
significant incidents (i.e. a fall of over 
50% compared to 2023), and 249 minor 
incidents. This trend continued during 
the past year, mainly due to repeated 
DDoS attacks in the context of the war in 
Ukraine and, to a lesser extent, service 
outages due to the September floods 
and the CrowdStrike outage. Overall, 
the Availability category (DDoS, DoS, 
misconfigurations or technical failures) 
accounted for 62%. Availability attacks 
alone accounted for 43% of incidents last 
year.

During the autumn, NÚKIB recorded more 
than double the average number of such 
attacks – however, this was probably not 
a coordinated campaign, but increased 
activity by various attackers (see the 
Cyber threats and actors chapter).

Furthermore, ransomware attacks can be expected to persist, with possible fluctua-
tions due to increased activity by individual actors, as was the case in 2024. A targeted 
campaign by a single group cannot be ruled out (40–50%). Although sophisticated 
campaigns by state actors associated with the Russian Federation or the People’s 
Republic of China (PRC) account for a very small percentage of the total number of 
incidents, their severity is usually high. The overall situation can then be affected by 
various specific events, such as massively exploited vulnerabilities, CrowdStrike-type 
outages or major campaigns by state and non-state actors.

The final factor is the expected effectiveness of the new Act on Cybersecurity. This will 
lead to an increase in the number of regulated entities, which will very likely (75–85%) 
mean an increase in the number of recorded incidents, but may also change the 
composition of their severity.
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In terms of incident classification, availability-targeting incidents were the most 
prevalent, which corresponds to the high number of DDoS attacks recorded. 
However, this category also includes a number of incidents not caused by attacks but, 
for example, by technical errors leading to system failures. The second-largest cate-
gory was information security. Ransomware attacks were usually classified here. This 
category has thus overtaken the penetration category, which includes phishing attacks 
leading to the compromising of e-mail or other accounts, to become the third-most-
common category in 2024.

Classification of cyber incidents 
reported to NÚKIB 2

Incident percentages

Visualisation 2: Classification of cyber incidents reported to NÚKIB

Availability – e.g. availability disruption caused by DoS/DDoS attack or sabotage
Penetration – e.g. compromising an application or user account
Information security – e.g. unauthorised data access, unauthorised data modification
Malicious code – e.g. virus, worm, trojan, dialer, spyware
Fraud – e.g. phishing, identity theft or unauthorised use of ICT
Penetration attempt – e.g. attempt to exploit a vulnerability, login attempt, etc.
Information gathering – e.g. scanning, sniffing, social engineering

The classification of cyber incidents is based on the ENISA taxonomy: Reference Incident Classification Taxonomy — ENISA (europa.eu). ²
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Incidents from the perspective  
of the entities involved

Nearly 20% more regulated entities experienced DDoS attacks.  
On the other hand, more organisations not regulated by law reported 
ransomware attacks, with the difference being just under 10%. 

Looking at the incidents from the perspective of the questionnaire respondents, the 
most common type of attack remains phishing, which was encountered by more than 
90% of the organisations surveyed.

Approximately half the organisations have also experienced malware, network perim-
eter scanning or spear-phishing attacks. 

Figure 4: Categories of the most common types of cyberattacks on regulated and unregulated entities

Phishing or otherwise fraudulent e-mails and availability 
outages are a major threat for most organisations.

More than 80% of organ-
isations have also experi-
enced fraudulent e-mails, 
primarily in the context of 
attackers trying to obtain 
financial resources 
using social engineering 
tactics. 
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When comparing the responses from 
regulated and unregulated organisa-
tions under the Act on Cybersecurity, 
two notable differences in recorded 
attacks are apparent. Nearly 20% more 
regulated entities experienced DDoS 
attacks. On the other hand, nearly 10% 
more organisations not regulated by 
law reported ransomware attacks. This 
can be explained by the motivations of 
the perpetrators of both types of attacks. 
Hacktivist groups primarily target public 
sector institutions, whereas cybercrime 
groups target private companies to raise 
funds.

In the context of the most serious inci-
dents detected, respondents most often 
mentioned DDoS attacks, various forms 
of fraudulent e-mails or phishing, as 
well as service outages due to technical 
failures. Although the majority of DDoS 
attacks recorded by NÚKIB in 2024 did 
not lead to significant impacts, the data 
show that at least for some entities such 
attacks may cause difficulties and disrup-
tion of normal operations. The responses 
also show that, for many organisations, 
significant incidents can be caused by a 
simple misconfiguration or error, with a 

An increase in the cybersecurity budgets by 
the various respondent organisations has 
been a long-term positive trend over the last 
three years.

Not only do about half the respondents 
report that their budgets are increasing 
over the long term, but also that their 
share is slowly increasing. This may indi-
cate a slightly improving financial situ-
ation, increased focus on cyber threats 
and a greater emphasis on cybersecurity 
by entities.

Figure 5: How organisations’ cybersecurity budgets changed  
between 2023 and 2024 (% of respondents)

Finances: Cybersecurity budgets are 
gradually increasing, but they are less 
aligned with actual need

small number of respondents also specifi-
cally mentioning the CrowdStrike outage.
A third of respondents answered that 
when an incident had an impact on the 
organisation, it was mainly due to service 
restrictions, further illustrating the 
importance of service availability.
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Following an improvement in 2023, 
when the proportion of organisations 
perceiving funding to be sufficient rose to 
47%, the percentage remains unchanged 
this year.

However, the 2024 trend shows a stagnation 
in the perception of budgets for cybersecu-
rity, indicating that the earlier 
positive trend may have hit a ceiling.

Figure 6: Do you consider the funds allocated to your organisation’s cybersecurity 
sufficient? (% of respondents)

If you regard the budget as insufficient, by 
what percentage should it be increased?

Figure 7

And in the context of the fact that cyber-
security budgets are rising, it can be 
inferred that although organisations’ 
cybersecurity budgets are growing, they 
are still failing to meet requirements. 
Uncertainty about real needs can be a key 
factor. Approximately half the respond-
ents who said that their budget was not 
sufficient could not determine by how 
much it would need to be increased to 
meet their requirements (see Figure 7). 

This may point to a lack of clear bench-
marks for evaluating the appropriate 
budget and a potential gap between 
expectations and possibilities.

It is therefore possible 
that an organisation 
faces not only financial 
restrictions, but also the 
challenge of how to more 
effectively define and 
manage its cybersecurity 
needs.
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Experts: A lack of qualified experts and 
low salaries as the main factors for low 
staffing levels  

This was cited as the main reason for employee departure by 19% of respondents 
from the surveyed organisations, making it the most frequently cited negative factor. 

On the issue of vacancies, as in previous years, respondents primarily cited inade-
quate financial remuneration as the key factor deterring applicants (see Figure 8), 
with a significant year-on-year increase from 54% last year to 77%.

Other factors included a lack of prospects for personal or career development and 
insufficient benefits.

In your opinion, what are the most important factors  
discouraging candidates for cybersecurity positions 
in your organisation?

Figure 8

Insufficient financial remuneration

Lack of prospects for personal or professional development

Other

Insufficient employee benefits

Absence of staff training
6%
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12%
15%

Insufficiently interesting roles
3%
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20%
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A long-term negative trend in cybersecurity that 
continued in 2024 is the low financial remuneration  
of employees. 
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Up to 55% of organisations are addressing this skills shortage through outsourcing, 
which remains the main strategy (although less used than in previous years), followed 
by opportunities for additional education.

How organisations sought to cope
with the lack of experts in 2020–2024 (% of respondents)

Figure 9

The most frequent posi-
tions that organisations 
most need to fill include 
SIEM security supervision, 
cybersecurity architect or 
auditor, and network infra-
structure management.  

Further education opportunities
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Graduate recruitment

Company culture

Special employee benefits

0% 10% 20% 30% 40% 50% 60% 70% 80%

34%
38%

31%

28%
25%

21%

26%
21%

18%

26%
22%

17%

15%
19%

15%

14%
13%

8%

Outsourcing 74%
72%

55%

20232022 2024



21

94% of the organisations surveyed train their 
staff in cybersecurity, with training most often 
taking place once a year. 

Users: More organisations are allocating 
funds for user training, and training is 
also becoming more frequent

Comparison of employee training frequency in 2023 and 2024  
(% of respondents)

Figure 10

Similar to in the previous year, the most frequent method of training is to 
inform employees, e.g. via e-mails or internal portals. In most cases, respond-
ents who have not yet tested their employees plan to start doing so. 
 
One positive development is that more of the companies surveyed have started to 
allocate funds specifically to training their employees in cybersecurity. This is an 8% 
increase year-on-year, from 43% to 51%.

It is probable that this shift was also reflected in the frequency of employee training, 
with an increase in the frequency of training observed compared to the previous year 
(see Figure 10).
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Cyber
threats
and actors



Activities by Russian and Chinese 
actors continue: the Czech 
Republic is actively responding to 
the associated threats
 
Cyberattacks by state-sponsored actors targeting 
the Czech Republic continued in 2024. The most pronounced 
were cyberattacks by groups affiliated to the Russian  
intelligence services.

In the Czech Republic, for example, 
campaigns associated with APT29 (also 
Midnight Blizzard or BlueBravo, affiliated 
with the Foreign Intelligence Service, 
SVR) and COLDRIVER (also Star Blizzard or 
Callisto Group, affiliated with the Federal 
Security Service, FSB) were detected.
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Actors associated with the PRC also remain active against EU and NATO targets. Their 
campaigns targeting critical infrastructure, telecommunications and other sectors 
resonated strongly in the public sphere, particularly given the potential impacts of 
such breaches. In at least two separate cases, activities by Chinese actors were also 
detected in the Czech Republic in 2024.

In early May 2024, various malicious activities in cyberspace were attributed to the Russian 
Federation. The Czech Republic, together with the Federal Republic of Germany, the European 
Union (hereinafter the “EU”), the North Atlantic Treaty Organization (hereinafter “NATO”) and 
international partners condemned cyber espionage attacks by the aforementioned actor. The 
attribution mentioned a 2023 campaign exploiting a previously unknown vulnerability in Micro-
soft Outlook. The APT28 group has a long-term focus on targets in the Czech Republic.

The year 2024 was particularly significant in terms of the Czech Republic’s response to 
malicious Russian activities in cyberspace. In January, Military Intelligence conducted 
an active cyberspace intervention against the APT28 group (also known as Fancy 
Bear or Forest Blizzard, affiliated with the Russian military intelligence agency, GRU). 
It did so during the DYING EMBER international operation led by the United States of 
America. This operation consisted of measures against the infrastructure of compro-
mised routers abused by the actor against targets in the Czech Republic and abroad.

Active intervention by the Czech Republic against 
the Russian APT28 group

Activity by Chinese actors in cyberspace

International condemnation of Russian cyber 
espionage
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In October, NÚKIB even registered a record number of attacks of this type 
targeting both public and private entities. While the number of incidents of 
this type is usually in the lower single digits, NÚKIB registered seven incidents 
in October and five in November. According to NÚKIB findings, this was not 
a coordinated campaign but only individual attacks by a number of different 
ransomware gangs.

Ransomware 
remains a persistent threat

Although the quantity of recorded  
ransomware attacks was constant for most  
of the year, they spiked in the last quarter.

In the past year, NÚKIB recorded  
27 ransomware-related incidents.

Figure 11: Ransomware-related incidents recorded by NÚKIB in 2024
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A wide range of ransomware types were recorded  
in these ransomware attacks.

Lower single digits 
were recorded  

for ransomware from  
Ransomhub, 

Inc. Ransomware and Akira,
 which were among 

the most active
 groups globally.

Figure 12: Recorded attacks by ransomware groups

On the other hand, the shares of the 
most frequently recorded ransomware 
in 2023, such as PLAY and LockBit, signif-
icantly decreased. For the latter, this 
change was very likely (75–85%) influ-
enced by the international intervention 
of security forces against its infrastruc-
ture in February 2024 (for more infor-
mation, see Cyber Incidents from the 
Perspective of NÚKIB for February 2024).

Although ransomware attacks 
accounted for only approximately 
10% of all recorded incidents, their 
impacts show that they are a very 
serious threat. A number of victims 
reported encryption, erasure and/or 
exfiltration of various types of data 
across different systems. While in 
some cases, the impacts were mini-
mised thanks to well-established secu-
rity measures and timely response, 
in others the impact on the enti-
ties’ operations was significant and 
recovery complicated.
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In the context of this threat, NÚKIB 
has already issued a supporting anal-
ysis in cooperation with AFCEA and 
NAKIT called Ransomware: Recom-
mendations for Mitigation, Preven-
tion and Response, summarising the 
basic recommended actions. These 
recommendations remain relevant, 
particularly given the timeliness of 
this threat.



Figure 12: Recorded attacks by ransomware groups

The level of cybercrime  
fell year on year according to PCR records

Trends in registered criminal acts in cyber-
space between 2011 and 2024 according to 
PCR data

In 2024, there was a further successful 
stabilisation of the number (18,495) 
of newly registered criminal acts 
committed in cyberspace (cybercrime 
and other crime committed in cyber-
space). 

After four years of growth, there 
was a decline of almost 6% year 
on year, with the number of such 
criminal offences being lower not 
only compared to 2023, but also 
compared to 2022. We can there-
fore conclude that the PCR has been 
successful in implementing the rele-
vant conceptual measures to enhance 
its cyberspace capabilities. It is there-
fore possible to achieve greater effi-
ciency and success by individual police 
agencies in detecting such crime.

As in previous years, the largest 
share was accounted for by various 
types of online fraudulent behav-
iour. Once again, there was a decline 
in cases of “hacking”, i.e. cybercrime 
in its purest form. This is also tradi-
tionally due to the high latency of this 
“technical” crime, often encountered 
by citizens and companies in reports 
from their anti-virus software or 
when their websites become tempo-
rarily unavailable. They no longer see 
any reason to involve the police. On 
the other hand, the reported and 
recorded acts show increasing sophis-
tication and therefore dangerousness 
of their method of perpetration.

There was a significant turning point in 
2022, when the number of such acts almost 
doubled.

Figure 13

There was also  
a significantly positive  
effect  from the many  

preventive activities that  
the Czech Republic 

organises every year and  
on which it also cooperates  
with many other partners.
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Public sector: Attackers continue to seek 
to restrict data and service availability
The public sector continues to be among the 
most exposed. Compared to 2023, there was no 
increase in the number of attempted attacks, 
but a slight increase in the number of attempts 
that resulted in incidents (see Figure 14). 

Similar to 2023, the, the campaigns last 
year were not as tied to specific actions by 
the Czech government and institutions as 
was the case in 2022 (e.g. a specific vote 
in support of Ukraine), but most attacks 
can still be attributed to Russian-lan-
guage geopolitically-motivated actors. As 
in the previous two years, however, they 
were not technically sophisticated opera-
tions whose impact would be substantial 
– the attacks were rather limited in effec-
tiveness and actual influence.

Number of attempted attacks that resulted 
in cyber incidents (% of respondents)

The largest number of cyberattacks was 
again directed at service availability.  

DDoS campaigns targeting government and 
public institutions remain the main reason 
for this trend.

Figure 14
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Trends in public sector budgets compared to the average  
for other sectors in 2023 and 2024

Figure 15

The proportion of organisations reporting an increase 
in their budget rose from 30% to 50% compared to the 
previous year, which may indicate a noticeable shift toward 
greater investments. Compared to the average for other 
sectors, where 39% of organisations reported budget 
growth, the public sector invested more heavily in cyberse-
curity in 2024 than most other sectors (see Figure 15). 

The public sector has long struggled 
with a lack of funding for cybersecurity. 
However, there was a shift in 2024, with a 
noticeable positive change in funding for 
cybersecurity in this sector. 

Budget cuts were also less frequent in this sector than in the previous year. Although 
there was a move away from the long-term stagnation of budgets in 2024, the ques-
tion remains of whether this will be a long-term trend or just a short-term blip, after 
which the situation will return to the state in the years before 2024. 

The most 
common types of 

attacks targeting institutions 
in the financial sector 

or their customers included 
phishing and scanning.  

These were encountered
by all the institutions 

that participated in this  
year’s questionnaire 

survey. 
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Financial sector: Phishing attacks 
continue, sometimes even using  
artificial intelligence
With the exception of one institution, all the respondents also encountered DoS and/or DDoS attacks. 
Furthermore, up to half of the respondents reported attack attempts via various fraudulent e-mails 
(ranging from attempts to extort money under various pretexts to CEO scams and extortion), or 
attempts to launch cyberattacks using malicious content such as computer viruses, trojans, etc.

What types of attacks (or attempted attacks) on your organisation 
have

The most 
common types of 

attacks targeting institutions 
in the financial sector 

or their customers included 
phishing and scanning.  

These were encountered
by all the institutions 

that participated in this  
year’s questionnaire 

survey. 

Figure 16

Up to one third of the respondents said they had detected more than 100 cyberattack 
attempts in 2024, with half of the respondents reporting that these attacks resulted in 
six or more cyber incidents.

One very positive development for cybersecurity in the financial sector is that 
respondents generally assess the level of security in their institutions as gradu-
ally improving. Over 83% of respondents said that the level of cybersecurity in their 
organisation has definitely improved over the past year, with the remainder saying it 
has improved somewhat.

Some trends related to new technologies were also more strongly reflected in the 
strategies of attacks on financial institutions and their customers in 2024. Respond-
ents said that in some cases they had encountered personalised and more creative 
phishing e-mails, pointing to the possible use of AI to prepare attacks. In addition, 
attacks involving more sophisticated evasion techniques and/or mitigation tools were 
also detected.
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Industry and energy:
Increased testing but also more 
attempted cyberattacks

On average, 66% of responding organisa-
tions in the energy and industrial sectors 
faced a cyberattack attempt in 2024, a 
slight increase of 3% from 2023. 21% of 
these attempts resulted in a cyber inci-
dent, 5% more than the previous year. It 

In the past year, the energy 
sector saw a major increase 
in attack attempts from 
67% to 74.5%, with all 
other sectors except the 
public sector seeing either 
a stagnation or decline in 
the past year. 

Another new trend in terms of security in the industrial sector is an increase in attacks by 
Russian-speaking groups on weakly-secured OT systems with the aim of damaging the 
machines connected to them. The attackers do this by manipulating the control panels 
of remotely controlled machines, deliberately changing various operating parameters 
(valve flows, tank levels, etc.). Although NÚKIB recorded only one such incident in the 
Czech Republic, which did not have a significant impact (see the Outlook on cyberse-
curity trends chapter for more), similar attacks may cause asset damage in the future.

While more than half the respondents in this sector did not test their 
employees in 2023, only about a quarter of the companies surveyed did 
not test them in 2024.

Figure 17: Do you test employee resilience to cyber threats?

cannot be ruled out (25–50%) that this is 
a deviation arising from the global outage 
of CrowdStrike’s systems, which also 
affected some entities in the domestic 
energy sector.

The industrial sector has seen a signifi-
cant change in employee testing. While 
more than half the respondents in this 
sector did not test employees in 2023, 
only about a quarter of the companies 
surveyed did not test them in 2024 (see 
Figure 17). Simulated phishing attacks 
were the most common type of testing in 
both sectors last year. 
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Fraudulent e-mails (86%)

Malicious content (55%)

Healthcare: Social engineering attacks 
remain the most common threat, but 
employee training is performed by fewer 
employers than in other sectors

Most common types of attacks reported by respondents 
(% of respondents)

Figure 18

Phishing continues to be the most prevalent form of cyberattack, and one commonly 
encountered by organisations in the healthcare sector. In 2024, it was reported by 
approximately 94% of respondents. A similarly high proportion of organisations 
reported fraudulent e-mails and/or other forms of social engineering. Common 
threat types include external network scanning, reported by 59% of organisations, 
and malicious content, which occurred in 55% of cases. These data are very similar to 
those for 2023 (see Figure 18). 
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Do you train employees on cybersecurity threats? 
(% of respondents)

Figure 19

How often do you train employees on cybersecurity threats?

Figure 20

Although the number of phishing and 
other social engineering incidents 
decreased slightly from 2023, they 
remain the most common types of 
attacks. One of the most effective ways 
to protect against phishing, fraudulent 

e-mails and other forms of social engi-
neering is to regularly test employees. 
The number of healthcare sector enti-
ties training their staff remained virtually 
unchanged compared to 2023, and thus 
continued to lag behind other sectors by 

10% (see Figure 19). One positive thing 
is that, compared to last year, more enti-
ties now test their employees more than 
once a year (see Figure 20).
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Education sector: A decline in the 
number of attacks detected, while the 
trend towards phishing and fraudulent 
e-mails continues

Comparison of the number of cyberattack 
attempts recorded by education sector 
respondents (% of respondents) In the past year, 

educational institutions  
recorded significantly  

fewer cyberattack 
attempts 

in comparison 
with the previous 

two years.

Only 14% of respondents said they had 
recorded 101 or more attempted attacks 
compared to 42% in 2022. On the other 
hand, more than a quarter of the respond-
ents did not record any cyberattacks. This 
decrease may indicate a real decrease in 
attempts, but may also be a sign of more 
sophisticated attacks and the increased 
ability of attackers to evade detection, 
logically resulting in institutions being 
less able to detect the attacks.

Figure 21
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What types of attacks (or attempted attacks)  
on your organisation did you record in the past year?

Figure 22

As in previous years, 
in 2024 the main types  

of attacks targeting  
the education sector 

included various types 
of fraudulent e-mails 

and phishing. 

Various types of fraudulent e-mails and 
phishing were reported by over 90% of 
the institutions surveyed. This is reflected 
in the continuing efforts of institutions to 
educate users about cybersecurity, some-
thing carried out by 83% of respondents.  
However, this figure continues to lag 
behind the overall average for all sectors 
(93%). Training and awareness-raising are 
most often done through the provision of 
information via appropriate platforms 
and online training.
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As in previous years, 
in 2024 the main types  

of attacks targeting  
the education sector 

included various types 
of fraudulent e-mails 

and phishing. 
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January

June

Warning regarding the Terrapin attack 
targeting the SSH protocol

Warning about the increased risk 
of DDoS attacks during the European 

Parliament elections

The first warning of 2024 was issued by NÚKIB in 
January. At the end of December 2023, information 
was published about a new type of attack called the 

Terrapin attack targeting the SSH protocol which 
exploits the CVE-2023-48795 vulnerability. This is a 

prefix truncation attack, where the attacker 
manipulates data during the establishment of 

communication, known as a handshake. This causes 
less secure algorithms to be used and certain security 

countermeasures to be deactivated.

In connection with the European Parliament 
elections, NÚKIB issued a warning about 

the risk of unsophisticated attacks targeting 
availability (so-called DDoS) in the period 

from June 7 to 9, 2024. It identified political 
parties running in the elections and 

organizations otherwise involved in the 
electoral process (e.g., public administration 

or the media) as likely targets.

Timeline of key 
warnings and 
alerts issued 
by NÚKIB in 2024

Alert regarding two critical vulnerabilities 
in FortiOS OS

In February, NÚKIB warned of two vulnerabilities in FortiOS 
OS that could be exploited remotely, one of which was 
actively being exploited. NÚKIB also recommended 
immediately updating all vulnerable products from this 
company.

Warning about the compromise of Ubiquity 
Edge OS routers by a Russian state-sponsored 
actor

The subject of the second February alert was the 
compromise of Ubiquity Edge OS routers. According 
to information from the US Department of Justice and its 
press release, APT28, a Russian state-sponsored actor 
subordinate to Russian military intelligence (GRU), created 
a network of compromised Ubiquity Edge OS routers 
(a so-called botnet network). The compromise affected 
hundreds of these devices for small and home offices 
(SOHO routers), with the greatest risk of compromise 
stands for devices with default administrator passwords.

October

Warning about impersonation involving 
Amazon, Microsoft, and government 
institutions

At the end of October, NÚKIB warned of an active phishing 
campaign by an unknown attacker. The attacks were 
confirmed in several partner countries, including dozens of 
cases in the Czech Republic. The attacker posed as 
Amazon, Microsoft, and government cybersecurity 
institutions in the affected countries. NÚKIB also included a 
number of mitigation measures.

February
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The BIVOJ project 
NÚKIB continued to work on the BIVOJ (Secure, Innovative, for Public Administration, 
Resilient, Unified) project in cooperation with its partners in 2024. The goal is to create 
a unified, functional and secure shared platform providing security and communication 
services, to which public sector institutions will be gradually enrolled.

One of the project’s milestones in the past year was the approval of National Security 
Council Resolution No. 2 from 21 February 2024 which, among other things, tasked 
NÚKIB and the entities involved to work on nine tasks to move the BIVOJ project into 
further stages of development. The essential steps were the preparation of feasibility 
studies for architectural design and strategic direction, and the establishment of a 
Steering Committee for the BIVOJ project. This is composed of representatives of the 
relevant institutions with decision-making powers. The Steering Committee met under 
NÚKIB’s coordination five times in 2024, and one of the results of these meetings was 
the allocation of specific responsibilities for individual tasks.

Concept for the Protection of Unclassi-
fied Information of a Sensitive Nature 

The preparation of the Concept for the Protection of Unclassified Information of a Sensi-
tive Nature (hereinafter the “Concept for Protection of Unclassified Information”) was 
carried out to fulfill the task from the Action Plan for the National Cybersecurity Strategy 
of the Czech Republic for 2021–2025. The Concept for Protection of Unclassified Infor-
mation analyses the current state of protection of unclassified information of a sensitive 
nature, and proposes a vision and objectives for its achievement at the strategic level.

In 2024, NÚKIB completed the preparation of a draft National Policy on Coordinated 
Vulnerability Disclosure (hereinafter “CVD”), which aims to support the discovery 
of vulnerabilities in ICT products across entities in the Czech Republic without the 
threat of negative legal consequences for vulnerability discoverers.

As part of the new Act on Cybersecurity, the government CERT has been desig-
nated as the CVD coordinator, and anybody will be able to anonymously discovered 
vulnerabilities. The government CERT will then identify and contact the affected 
entities, assist the natural persons and legal entities reporting the vulnerabilities, 
and negotiate deadlines for the disclosure and resolution of vulnerabilities that 
impact multiple entities.

In the course of 2024, NÚKIB further prepared CVD implementation on selected 
applications it uses and where there is a minimal security risk of damage or other 
harm caused by vulnerability discoverers.

Coordinated 
vulnerability disclosure
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National Policy on Cryptographic 
Protection of Classified Information

The Cyberleague project

Based on the obligation under Section 137a(g) of Act No. 412/2005, on the protec-
tion of classified information and security clearance, NÚKIB has prepared a proposal 
for the "National Policy for the Cryptographic Protection of Classified Information 
in the Czech Republic for 2024 to 2030 with a View to 2040" (hereinafter the "NP 
CPCI").

The NP CPCI is a top-level strategic document that sets the main directions for the 
development of cryptographic protection of classified information. The NP CPCI was 
approved by the Cybersecurity Committee in September 2024 and subsequently by 
the National Security Council in November of the same year.

The individual strategic objectives listed in the NP CPCI will be elaborated in the 
document “Implementation Plan of the Policy for the Cryptographic Protection of 
Classified Information in the Czech Republic,” which will contain specific, targeted 
and timed tasks. The plan should be prepared by the end of 2025, with its guarantor 
being NÚKIB, which has and will continue to collaborate with the relevant partners 
on the NP CPCI.

The aim of the Cyberleague project is to involve volunteers, primarily cybersecurity 
experts, and to institutionalise their use in safeguarding cybersecurity. Following 
the internal decision of NÚKIB from 2023 regarding the further direction of the 
project, in 2024 NÚKIB turned the original intention into specific processes and 
administrative and legal grounding, including the creation of a dedicated online 
communication platform. Pilot testing of the project and the set scheme should 
take place in the first half of 2025. In the following periods, the project should be 
further developed and its capacities increased, including the number of members 
and the range of activities carried out under it.

After analysing the current state and numerous consultations with internal and 
external partners, the final version of the material was prepared and approved 
by the Cybersecurity Committee in September 2024, and subsequently by the 
National Security Council in November. The implementation of the Concept for 
Protection of Unclassified Information by the relevant state administration bodies 
under the leadership of the Ministry of the Interior of the Czech Republic should 
begin from 2025. The deadline for the submission of the selected version of the 
concept, including related legislative changes, has been set for 2027.
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Cybersecurity in Czech Law
NÚKIB provided dozens of consultations to regu-
lated entities and the expert public, not only on 
the NIS2 Directive but also on other regulations 
with an impact on cybersecurity, such as eIDAS, 
DORA, Networkcode, CRA and CER.

New Act 
on Cybersecurity

Assessment of PAIS 
from the perspective of security

A draft of the new Act on Cybersecurity was discussed by the Government Legisla-
tive Council and subsequently approved by the government and forwarded to the 
Chamber of Deputies of the Parliament of the Czech Republic in 2024. The Chamber 
of Deputies instructed the Committee on Security, the Committee on Defence and 
the Committee on Economic Affairs to discuss the draft law. Amendments to the 
draft law were discussed in committee and at a second reading, and it is currently 
awaiting completion of the legislative process in both chambers of the Czech Parlia-
ment. The information portal on the NIS2 Directive was also moved to the newly 
launched NÚKIB Portal last August. The original information portal on the NIS2 
Directive received more than 400,000 visits. NÚKIB also prepared supporting mate-
rials for the new Act on Cybersecurity in English.

NÚKIB has evaluated more than 137 requests for the opinion of the chief eGovern-
ment architect for public administration information systems (hereinafter “PAIS”) 
from the perspective of compliance with basic security measures. This is to fulfil the 
requirements of the action plan to implement the principle of 'security by design' 
into the architecture of public administration information systems.

This is a tool that can be used to bring the idea of ensuring cybersecurity into the 
design phase for new systems. At the same time, NÚKIB gains an overview of how 
individual PAIS administrators approach security.
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Regulating cloud computing

European cybersecurity 
certifications

NÚKIB auditing activities 
in 2024

More than 35 cloud providers and more than 39 cloud service offerings were 
assessed as part of the regulation of cloud computing. In fact, there are more than 
300 services for which the fulfilment of security requirements defined by legisla-
tion is assessed. Information about the first services that apply exceptions to the 
requirements for data storage locations has been published, specifically concerning 
services provided by Microsoft. Microsoft’s exceptions were updated and two new 
providers, ALVAO and GORDIC, were added during the year. A total of 47 services are 
registered in the cloud computing service catalogue as exceptions (with regard to 
the data storage requirements).

NÚKIB also completed internal processes for the accreditation and authorisation of 
European certification pursuant to the Act on Cybersecurity. In 2024, the accredi-
tation and authorisation of the European Cybersecurity Certification System based 
on common criteria (EUCC) also took place, with NÚKIB issuing certificates since 
25 February 2025. The European Certification Conference was held in Brno in 
November 2024, hosted by NÚKIB and attended by 122 participants.

A total of 22 audits and inspections were carried out in 2024 in accordance with the 
Act on Cybersecurity and its implementing Decree No. 82/2018, on security meas-
ures, cybersecurity incidents, reactive measures, filing requirements in the area of 
cybersecurity and data disposal (the Decree on Cybersecurity), as amended.

As in previous years, in addition to its regular audit activities, NÚKIB also provided 
methodological support, mainly to regulated entities, by answering questions, 
issuing support materials and conducting audits of selected entities.

Based on Government Resolution No. 991 of 20 December 2023 and in accord-
ance with the Memorandum on Mutual Cooperation on Ensuring Cyberse-
curity during the IIHF Ice Hockey World Championship 2024 of 16 February 
2024, a cybersecurity audit was carried out in 2024 at selected compa-
nies that participated in the event’s organisation before its commencement. 

In light of the newly prepared legislation and the potential increase in regulated 
entities, NÚKIB also conducted an audit of three municipalities according to the 
proposed decree on security measures for providers of regulated services under 
a lower obligations regime, so that the requirements for this obligations regime 
and its current compliance by selected municipalities could be more easily demon-
strated to other municipalities.
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Cooperation between NÚKIB 
and other supervisory authorities 
on inspections in 2024

Cooperation with other supervisory authorities continued to deepen in 2024. 
NÚKIB invited experts from the Czech Telecommunication Office to participate 
in an inspection and a memorandum of cooperation with this authority was also 
concluded. A meeting was also held with representatives from the Czech National 
Bank to discuss further cooperation with regard to the impact of the new regulation 
on both the banking sector and cybersecurity.

Most important shortcomings identified:
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There is insufficient 
protection against 
malicious code and 

inadequate detection 
of cybersecurity events 

within the internal 
network.

Multi-factor 
authentication 

is not being used, 
and passwords 

used are not 
sufficiently strong.

The requirement for 
business continuity 

management is neglected 
or not adequately 

implemented, therefore 
organizations are generally 

not prepared for the 
impact of a cybersecurity 

incident.

Supplier 
management in 

the field 
of cybersecurity 

is not 
sufficient.

The risk 
analysis 

process is not 
carried out 

sufficiently.

The scope 
of the information 

security 
management 

system does not 
cover all relevant 

assets.

Unsupported, 
and therefore 

vulnerable, 
technical 

devices are 
being used.

Cryptographic 
means that 

are no longer 
considered 

resilient are 
being used.

There is 
insufficient 
testing and 
protection 
of backups.



Cybersecurity 
exercises

Cybersecurity  
exercises 

carried out by NÚKIB

99 305305
attendees at 
cybersecurity 

training 
organised by NÚKIB

IIn 2024, NÚKIB focused its conceptual efforts in the area of exercises on the 
increasing number of regulated entities. One of the results of this activity will be a 
train-the-trainer e-learning course that will teach those interested how to prepare 
an effective non-technical exercise in their home organisation. The course will 
include methodological materials, typical scenarios and the opportunity to attend 
a workshop led by NÚKIB staff, where those interested will be able to practice the 
knowledge acquired in the course. 

Exercises with an international scope were also held in 2024, including the tradi-
tional Locked Shields exercise organised by the NATO Cooperative Cyber Defence 
Centre of Excellence in Tallinn, Estonia, in April, and Cyber Coalition, an interna-
tional cybersecurity exercise regularly organised by the North Atlantic Treaty Organ-
ization in December. NÚKIB also actively participated in the Cyber Europe exercise 
organised by ENISA. This year’s edition was primarily focused on the energy sector.

CYBER_CON
NÚKIB organised the 10th anniversary edition of the CYBERCON conference in 
September 2024. In addition to the traditional workshop day at the Faculty of 
Social Studies of Masaryk University in Brno, it was also held at the Brno exhibi-
tion ground’s Rotunda hall for the first time. In addition to boasting a new, attrac-
tive environment, the conference gained more capacity for attendees of the main 
programme and more space for the accompanying programme, and attendee 
consultation and networking. The conference’s main objective in 2024 was to famil-
iarise the attendees with cooperation between public and private sector entities 
in ensuring cybersecurity and to present current events and trends in cybersecu-
rity and information security. During the three-day programme, more than 500 
attendees were able to listen to lectures and discussions reflecting technical, polit-
ical and legal aspects of cybersecurity.
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Prevention, awareness- 
raising and education 

International cooperation

In 2024, efforts to boost awareness across the whole of society were again prior-
ities for ensuring cybersecurity and increasing resilience. Their development, and 
emphasis on them across the whole of society, corresponded to the objectives of 
the National Cybersecurity Strategy for 2021–2025 and reflected the cybersecurity 
risks following the growth of digitalisation in the Czech Republic.

The digital skills of the Czech Republic’s citizens have increased, as has their read-
iness to use digital technologies securely. In primary and secondary education, 
changes to teaching related to the implementation of the revised framework educa-
tion programmes continue to take place.

In higher and further education, the situation is similar to 2023. The capacity of 
available study programmes at universities and further education institutions does 
not have the potential to meet the labour market demand for cybersecurity experts, 
which will remain a challenge in 2025.

Cyber Resilience Act, CRA

The Cyber Resilience Act (CRA) was published in the EU Official Journal at the end 
of 2024, and NÚKIB was actively involved in the negotiations.

The CRA is ground-breaking EU cybersecurity legislation that aims to improve secu-
rity by introducing cybersecurity requirements for software and hardware prod-
ucts that will need to be met throughout their lifecycle. The regulation also aims 
to reduce the number of vulnerabilities in products and improve the awareness of 
their users.

Furthermore, NÚKIB actively worked with the Ministry of Foreign Affairs on the 
preparation of the Declaration on a Common Understanding of International Law in 
Cyberspace, which was issued at the end of last year.
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ENISA Support Action

Supply Chain Toolbox

Activities of the cyber attachés

NATO cooperation

New strategic relationships

NÚKIB continued to be involved in ENISA activities through its management board, 
network of liaison officers and seconded national expert in 2024, and also continued 
to administer the ENISA Support Action project.

As a part of the NIS2 Cooperation Group, work continued on the Supply Chain 
Toolbox, a set of measures for information and communication technology supply 
chain security, as well as close coordination between individual countries and the 
European Commission on the interpretation of the NIS2 Directive.

NÚKIB also strengthened existing partnerships, particularly in countries to which cyber 
attachés have been sent. In the first year of the newly created position of cyber attaché 
for the Indo-Pacific, bilateral relations with Australia were strengthened. One important 
element of this cooperation was support from Australia in the attribution of activities by 
the APT28 group. Mutual cooperation was also deepened with Canada, Israel and Estonia. 

The Czech Republic, together with other allies, actively advocated the establish-
ment of the NATO Integrated Cyber Defence Centre, which aims to contribute, in 
particular, to an increase in the situational awareness of NATO and its allies, as well 
as to the resilience of NATO networks. At the same time, the Czech Republic was 
positively evaluated in relation to the fulfilment of its commitments to NATO aimed 
at increasing capabilities in the field of cybersecurity and defence.

Last year also saw the establishment of new strategic ties, including the signing of a 
Memorandum of Understanding with the Lithuanian National Cybersecurity Centre, 
which will be used as a basis for cooperation on analytical information sharing.

One significant event was the participation of an NÚKIB technical team in the 
international APEX (Allied Power Exercise) cyber exercise, which enabled the high 
level of cybersecurity in the Czech Republic to be actively presented. 
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Counter Ransomware Initiative

Prague Cyber Security Conference

NÚKIB also continued its involvement in the Counter Ransomware Initiative in 2024. 
Among other things, it adopted a joint statement calling for responsible behaviour 
by states in cyberspace and the use of all available tools and means in the fight 
against ransomware. At the summit, the Czech Republic presented its cooperation 
within the framework of the inter-agency working group on combating ransom-
ware, which was established in January 2024 by NÚKIB together with the PCR 
National Centre against Terrorism, Extremism and Cybercrime. Thanks to warnings 
from U.S. partners and timely information sharing between CERTs, NÚKIB was able 
to protect an entity in the Czech Republic from a ransomware attack.

The international Prague Cybersecurity Conference (hereinafter the “PCSC”) was 
opened to the private sector for the first time in 2024. The main topics were the 
impact of AI on cybersecurity, protection of undersea cables from cyber threats, 
cyber warfare and the fight against organised cybercrime groups. The next PCSC 
was held in March 2025 and again enjoyed a large international turnout.

Government CERT activities
Testing Wi-Fi networks

Redesigning infrastructure for phishing 
campaigns and expanding capabilities

As part of its penetration testing services, CERT has started to provide new testing 
of Wi-Fi networks and started to focus more on specialised systems, in both the 
healthcare and energy sectors.

In addition, the infrastructure for phishing campaigns was redesigned during the year, and 
testing capabilities were expanded with new hardware and software. This also applies to 
the vulnerability scanning service, where the goal was to acquire a tool for the automated 
scanning of a large number of constituents, currently involving 73 institutions.
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Penetration Department statistics  
for 2024

In 2024, cooperation was further deepened both at the national level with relevant 
partners in addressing incidents and at the international level, whether bilaterally 
or within international platforms such as the CSIRT Network and TF-CSIRT, in which 
we actively participated.
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Outlook: 
Cybersecurity trends in the 
Czech Republic for 2024 
and 2025
Anticipated trends in AI

The threat of quantum computers, 
post-quantum cryptography and HNDL attacks

collection and their non-transparent processing, the compa-
ny's ties to the state apparatus, and censored chatbot output. 
In 2025, we can expect a further growth of the technological 
rivalry between the West and the PRC, which DeepSeek esca-
lated with its release early in the year. This is being reflected 
in the second major trend for 2025, which is increasing invest-
ment in building AI infrastructure (and related sectors such as 
energy). This will presumably also be associated with efforts 
for greater AI monetisation, because in 2024 even the largest 
market leaders were operating at a loss, which they compen-
sated for with massive investments. 

Generative AI and related products such as chatbots based on 
large language models continued to be a major theme in cyber-
security in 2024. Compared to the boom in 2023, however, 
there was a significant slowdown in the development of these 
products and a certain level of stagnation. Instead of efforts to 
circumvent the security barriers of large AI services, we have 
seen the emergence of smaller and less sophisticated AI tools 
that were directly trained and operated to assist in nefarious 
activities. In 2024, the Chinese DeepSeek R1 language model 
was also being developed, and was released at the beginning 
of 2025, bringing significant competition to Western services, 
but also the risks associated with Chinese products (user data 

With the amount of investment and increasing advances in 
their development, the risk of quantum computers is growing. 
These devices have the potential to significantly surpass the 
capabilities of current computers in some aspects and to 
revolutionise many areas of human activity over the next few 
decades. However, they also pose a threat to the security of 
the asymmetric encryption standards currently in use. The 
primary tool to mitigate this threat is post-quantum cryptog-
raphy and new encryption algorithms, which should be able to 
resist quantum computers. These emerged as the winners of a 
competition run by the U.S. National Institute of Standards and 

Technology (NIST). Their timely implementation will be a key 
topic in 2025. The need to implement these encryption stand-
ards is exacerbated by harvest now, decrypt later (HNDL) 
attacks. Advanced actors who assume they will have quantum 
computers in the future can already collect data encrypted by 
current, insufficient algorithms today without being detected, 
and crack them later with the help of quantum computers. 
These attacks are difficult to detect and virtually impossible to 
stop, except by implementing post-quantum cryptography as 
early as possible to protect the data from being compromised 
even if stolen.
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Hacktivists: a persistent and evolving threat

The established trend of malicious activities by various hack-
tivist groups continued in 2024. In the Czech Republic, the 
primary threat actor is the Russian-speaking NoName057(16), 
which was behind most of the DDoS attacks detected domes-
tically. Although these attacks generally have only marginal 
impacts, it is very likely (70–85%) that their high frequency 
and persistence will continue in 2025 and 2026. It also cannot 
be ruled out (40–50%) that even the possible end of the war 
against Ukraine, which it declares in principle as the main 
reason for its activities against the West, will not affect its 
activities, and activity by similar groups will become the new 
normal.
A new and growing trend is attacks by Russian-speaking 
hacktivists against weakly secured operational technology 
(OT) systems, especially in water management enterprises. 
Attackers access the control consoles of various machines, 
which are often accessible from the Internet and secured 

with default passwords. They subsequently manipulate them 
improperly in an attempt to achieve physical effects (draining 
or overflowing of various tanks, etc.). They usually record all 
their activity and then share it on the Telegram social network. 
Although in most of the known cases the attacks did not lead 
to damage, there have been dozens of them, especially in 
Western countries, and NÚKIB registered one attack in the 
Czech Republic last year. 

It cannot be ruled out (40–50%) that the number of such 
attacks in the Czech Republic will increase in the future and 
in some cases may even result in damage to assets. Although 
many OT interfaces are accessible from the Internet and 
poorly secured due to incorrect configuration, they usually 
have an additional layer of security features that reduces the 
risk of accidents due to inexpert and/or malicious handling. 



Annex 1: 

Building a national coordination centre

Activities at EU level

Building information infrastructure and community 

Support for research and development projects

In 2024, NÚKIB also continued to build the National Coordination Centre in accordance 
with Regulation 2021/887 of the European Parliament and of the Council. Enhancing 
services in the areas of building information infrastructure, consulting on drawing 
from European framework programs, and disseminating research and development 
results within the Czech Republic were supported by an EU grant that NÚKIB received 
from the Digital Europe programme. Thanks to this support, NÚKIB launched a call 
for project proposals in the areas of expert capacity development and skills enhance-
ment, support for cross-sectoral cooperation and raising awareness of cybersecurity. 
In total, seven projects were financed, while the support amount was CZK 3.7 million.

At EU level, NÚKIB was involved in the preparation of a number of strategic docu-
ments crucial to the functioning of the European Cybersecurity Competence Centre 
and the substantive focus of the Digital Europe and Horizon Europe programmes.

NÚKIB continued to build the information infrastructure and community in the 
field of research and development. The NÚKIB website regularly publishes “News 
in Cybersecurity Research and Development” newsletters. Links between the 
academic, public and private sectors were strengthened through regular meetings 
of the CYRIS cybersecurity research and innovation group (formerly the Platform 
for Research and Development in Cyber and Information Security).

As the application guarantor, NÚKIB supported several research and development 
projects funded by public tender programmes (e.g. the Technology Agency of the 
Czech Republic) with the aim of increasing the applicability of research and devel-
opment results in practice. NÚKIB also participated in an international project 
submitted under the Horizon Europe programme, and continued to collaborate 
on the international CHESS project, which aims to strengthen regional innovation 
excellence in cybersecurity.

Evaluating the fulfilment of the objectives of 
the National Research and Development Plan on 
Cybersecurity and Information Security for 2024
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Implementation of the Action Plan  
for the National Cybersecurity Strategy  
of the Czech Republic for 2021–2025 
The year 2024 was the fourth year of eval-
uation of the Action Plan for the National 
Cybersecurity Strategy of the Czech 
Republic for 2021–2025 (hereinafter the 
“Action Plan”). NÚKIB not only coordinates 
the evaluation of the entire Action Plan, but 
also participates, in the role of manager or 
cooperating entity, in the implementation 
of 101 out of 105 tasks. The penultimate 
evaluation of the current Action Plan was 
performed in 2024, and a new Action Plan 
should be in force from 2026, following the 
current update to the National Cybersecu-
rity Strategy.

Newly evaluated tasks were also added in 
2024. For example, Task No. 4 “Converge 
the approach to cybersecurity and protec-
tion of classified information in information 
and communication systems in accordance 
with the Development Concept of the 
National Cyber and Information Security 
Agency. Suggest possible changes to the 
approach based on analysis of the current 
situation and needs.” This task was fulfilled, 
for example, through the preparation of 
the National Policy for the Cryptographic 
Protection of Classified Information for 
2024 to 2030, with a View to 2040. This 
national policy, approved in November 
2024 by the National Security Council, is the 
country’s top strategic document and sets 
the main directions for the development of 
the cryptographic protection of classified 
information over the next decade.

One example of a task only partially 
completed is Task No. 13 “Develop a meth-
odology for the strategic communication 
of relevant entities at the national level 
for responses to cyber incidents, attacks 
and other threats.” This task will be carried 
over to 2025, and work will continue on the 

Annex 2: 

In 2024, 87 tasks were evaluated. 

Of this number, 77 were completed (or are being performed 
continuously) in 2024, giving an overall total success rate of 88%. 

Out of the total of 87, 10 tasks were completed only  
partially. Compared to 2023, this is a slight improvement in the 
success rate. 

Figure 23: Evaluation of the 2024 Action Plan

preparation of a methodology for strategic 
communication.

The year 2024 also saw the completion of 
some long outstanding tasks, such as Task 
No. 68 “Develop a coherent national posi-
tion of the Czech Republic on the interpre-
tation of existing international law in the 
area of cybersecurity and defence.” In 2024, 
the Ministry of Foreign Affairs of the Czech 
Republic, in cooperation with other respon-
sible bodies, published a national position on 
the application of public international law to 
cyberspace. The adoption of this document 
is intended to facilitate the Czech Republic’s 

response to the challenges arising from the 
continuous development of technology 
and the associated risks.

The partially completed tasks are mostly 
complex and long-term tasks that have 
been repeatedly carried over to the 
following years. The insufficient fulfilment 
of certain tasks was mainly due to the time 
and capacity available to the responsible 
bodies or the need for reprioritisation. The 
knowledge gained from the configuration 
of the tasks will be taken into account in 
the development of the next Action Plan.

88%

12%
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NÚKIB is the central administrative authority for cybersecurity, including 
the protection of classified information in the area of information and 
communication systems and cryptographic protection. It also oversees 
the Galileo satellite system, which is a public regulated service. Estab-
lished on 1 August 2017, NÚKIB was created under Act No 205/2017, 
amending Act No. 181/2014, on cybersecurity and on amendments to 
certain related laws (the Act on Cybersecurity).

For more information about NÚKIB, visit our website www.nukib.gov.cz or follow news about cybersecurity in the 
Czech Republic on our social media X, LinkedIn, Facebook and Instagram. Recordings of some events that NÚKIB 
organises or that its representatives attend can be found on NÚKIB’s YouTube channel.

About NÚKIB
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NÚKIB provides methdological 
support, education, and raises 
awareness on cybersecurity 
topics

NÚKIB provides timely, clear, and relevant infromation 
to entities involved in critical information infrastructure, 
basic service operators, and public administration bodies

NÚKIB monitors compliance 
with the Cybersecurity Act 
by regulated entities

NÚKIB cooperates with the public, 
private, and academic sectors at both 
national and international levels

NÚKIB represents the Czech Republic in international 
cybersecurity bodies and organizations

NÚKIB assesses cybersecurity risks 
and implements corrective and 
preventive measures as needed

NÚKIB conducts analyses 
of cybersecurity trends 
to anticipate and respond 
to emerging threats

NÚKIB organizes training sessions and 
cyber exercises at both national and 
international levels

NÚKIB offers technical 
assistance and services such as 
security scans, penetration 
testing and vulnerability 
assessments

NÚKIB manages cyber incidents by leveraging 
its expertise and access to information for effective 
incident management

NÚKIB engages in cybersecurity research 
and development to advance the field

NÚKIB is responsible for preparing national 
security standards, laws, and sub-legal 
normsrelated to cybersecurity

NÚKIB ensures the security of classified information 
within information and communication systems, including 
the application of cryptographic protections

NÚKIB implements and 
operates publicly regulated 
service of the European 
satellite navigation program 
Galileo (PRS)

NÚKIB plays a critical role 
in safeguarding the cybersecurity 

of the Czech Republic and its 
residents through various fungtions:
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