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April was a below-average month in terms 

of incidents, with only eight incidents rec-

orded by NÚKIB. This is the lowest number 

so far this year. The decline is mainly due to 

the absence of attacks on availability, most 

of which are usually the responsibility of 

Russian-speaking hacktivist groups. 

Most of the incidents still fell into the Avail-

ability category, but these were incidents 

due to technical failures that led to outages 

of various services and systems of the enti-

ties. In addition, there were units of inci-

dents recorded in the categories of Fraud, 

Information Security and Intrusion.  

In the Focus on the trend chapter, we will 

examine the rise of compromising edge de-

vices such as VPN servers, firewalls and 

routers. Compromise of these devices of-

fers attackers an advantageous position for 

further malicious activity and reduces the 

risk of detection. Specifically, the chapter 

mentions a campaign called ArcaneDoor, 

which targeted Cisco products. There is a 

realistic probability (40–50 %) that a similar 

type of campaigns will be increasingly reg-

istered in the Czech Republic. 
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The following report summarises the events of the month. The data, information and conclusions contained herein are 
primarily based on cyber incidents reported to NÚKIB. If the report contains information from open sources in some 
sections, the origin of this information is always stated.  
 

You can send comments and suggestions for improving the report to the address komunikace@nukib.gov.cz 
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Number of cyber security incidents reported to NÚKIB  

Eight cyber security incidents were recorded during April. This is well below average, and even the 

lowest for the past year. The decline is mainly due to the absence of malicious activity by Russian-

speaking actors, which is characterised mainly by DDoS attacks.    

 

Severity of the handled cyber security incidents1 

Despite the lower number of incidents, two of the eight were assessed as significant, with the re-

maining six falling into the less significant category.  

    

 

1 The NÚKIB determines the severity of cyber incidents on the basis of Decree No. 82/2018 Coll. and its internal meth-
odology. 
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Classification of the incidents reported to NÚKIB 2 

After several months, there were no DDoS attacks recorded in April, but most of the incidents still 

fell into the Availability category. However, all five incidents in this category were due to technical 

error, with no external fault.  

NÚKIB also dealt with incidents in three categories: 

o One incident fell into the Fraud category being a successful phishing attack where the victim 
provided login credentials, including a password for two-factor authentication. An unknown 
attacker then used the victim's account to send out further phishing messages.  

o One incident was recorded in the Information content security category. However, this was 
only a case of sharing of access to an information system among legitimate employees. 

o The last recorded category was Intrusion, when an unknown attacker compromised the pub-
lishing system of a Czech media website, where he published several disinformation articles. 
However, his activity was detected within tens of minutes and the articles were deleted. 

 

 

  

 

2 The cyber incident classification is based on the ENISA taxonomy: Reference Incident Classification Taxonomy - ENISA 
(europa.eu) 

Availability 
e.g. availability disruption caused by a 
DoS/D Dos attack or sabotage 

Information content security 
e.g. unauthorised access to data, 
unauth. modification of information  
 

Intrusion 
e.g. compromising an application or 
user account 

Malicious code 
e.g. virus, worm, trojan, dialer, spyware 

Fraud 
e.g. phishing, identity theft or unauth. 
use of ICT 

Information gathering 
e.g. scanning, sniffing, social  
engineering 

Other 
 

April 2023 April 2024 

63 % 

13 % 

13 % 

0 % 

13 % 

0 % 

0 % 

https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy
https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy
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April trends in cyber security from the NÚKIB's perspective 3 

Phishing, spear-phishing and social engineering Malware 

During April, NÚKIB registered one incident involving 

phishing. The victim provided the attacker with login 

credentials and subsequently a two-factor 

authentication code. These details were subsequently 

used to send further phishing messages.  

 

 In April, as in previous months, there were continuous 

activities in the area of malware analysis in connection 

with some previously recorded incidents. 

 

Vulnerabilities 

 

Ransomware 

During April, NÚKIB did not issue any alerts or warnings 

in the context of newly discovered vulnerabilities.  

 

No ransomware attacks were registered during April. 

  

Attacks on availability  

Although there were no DDoS attacks by Russian-

speaking hacktivist groups in April, there were five inci-

dents in the Availability category. However, these were 

incidents caused by a technical failure. 

 

 
   

 

3 The development illustrated by the arrow is evaluated in relation to the previous month. 
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Focus on a trend: Attacks against edge devices  

In this chapter, we focus on the growing trend of compromising edge devices as the primary vector 

of cyber-attacks. During April, several analyses of such campaigns were published, detailing vulner-

abilities exploitation in edge devices such as VPN servers, firewalls, and routers. The emergence of 

this trend can be explained, for example, by the increasing security of endpoints against malware, 

or the advantageous position of edge devices for the next stages of the attack within the victim's 

infrastructure.  

During April, Cisco published an analysis of a months-long campaign called ArcaneDoor, in which a 

previously unknown state-sponsored actor compromised a number of edge devices from several 

different manufacturers. The primary goal of the campaign was cyber espionage, and the attacks 

exploited two vulnerabilities (CVE-2024-20353 and CVE-2024-20359).  

Figure 1: ArcaneDoor campaign timeline (higher resolution) 

 

The increase in this type of attack is confirmed by Mandiant's annual report, which found that this 

tactic is advantageous to attackers due to the lower chances of their malicious activity being de-

tected. Typically, compromise of edge devices is achieved through a combination of vulnerability 

exploitation and deployment of specific malware, as confirmed by the Cisco case mentioned above. 

Moreover, according to the Mandiant report, this trend is set to accelerate and there will almost 

certainly (90–100%) be more cases later this year.  

In this context, the NÚKIB has recorded several incidents in recent months. In particular, these in-

cluded the exploitation of vulnerabilities in Ivanti edge devices, or less sophisticated brute-force 

attacks on Cisco products in the Czech Republic during April. However, the latter were not successful 

and are only recorded as events, not incidents.  

In the context of mitigation, the traditional approaches of keeping the software of the affected de-

vices up-to-date and monitoring their newly discovered vulnerabilities or following the defense-in-

depth policy for zero-day vulnerability exploits apply.  

https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-perimeter-network-devices/
https://nvd.nist.gov/vuln/detail/CVE-2024-20353
https://nvd.nist.gov/vuln/detail/CVE-2024-20359
https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-perimeter-network-devices/
https://cloud.google.com/security/resources/m-trends?hl=en


 

NÚKIB     6 
 

TLP:CLEAR 

 

Probability terms used 

Probability terms and expressions of their percentage values: 

Term Probability 

Almost certain 90–100 % 

Highly likely 75–85 % 

Likely 55–70 % 

Realistic probability 40–50 % 

Unlikely 20–35 % 

Highly unlikely 0–15 % 

 

Traffic Light Protocol 

The information provided shall be used in accordance with the Traffic Light Protocol methodology 

(available at the website https://ww.first.org/tlp/). The information is marked with a flag, which sets 

out conditions for the use of the information. The following flags are specified that indicate the 

nature of the information and the conditions for its use: 

Colour Conditions of use 

TLP:RED 

For the eyes and ears of individual recipients only, no further disclosure. Sources may use TLP:RED 

when information cannot be effectively acted upon without significant risk to the privacy, reputation, 

or operations of the organizations involved. Recipients may therefore not share TLP:RED information 

with anyone else. In the context of a meeting, for example, TLP:RED information is limited to those 

present at the meeting. 

TLP:AM-

BER+STRICT 
Restricts sharing to the organization only. 

TLP:AMBER 

Limited disclosure, recipients can only spread this on a need-to-know basis within their organization 

and its clients. Sources may use TLP:AMBER when information requires support to be effectively acted 

upon, yet carries risk to privacy, reputation, or operations if shared outside of the organizations in-

volved. Recipients may share TLP:AMBER information with members of their own organization and its 

clients, but only on a need-to-know basis to protect their organization and its clients and prevent fur-

ther harm. 

TLP:GREEN 

Limited disclosure, recipients can spread this within their community. Sources may use TLP:GREEN 

when information is useful to increase awareness within their wider community. Recipients may share 

TLP:GREEN information with peers and partner organizations within their community, but not via pub-

licly accessible channels. TLP:GREEN information may not be shared outside of the community. Note: 

when "community" is not defined, assume the cybersecurity/defence community. 

TLP:CLEAR 

Recipients can spread this to the world, there is no limit on disclosure. Sources may use TLP:CLEAR 

when information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules 

and procedures for public release. Subject to standard copyright rules, TLP:CLEAR information may be 

shared without restriction. 

 

https://ww.first.org/tlp/

