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Summary of the month              Table of content

The number of incidents recorded in March 

was identical to the previous month. It was 

the fifth month in a row with below aver-

age figures of registered incidents. As in 

February, one significant cyber incident 

was recorded. The remaining 17 incidents 

fell into the category of less significant.  

Availability-related incidents continue to 

dominate the summary. Incidents from the 

categories of Penetration and Information 

Security were also registered and com-

pared to February, Malicious Code, as well.  

In the Focus on the Threat chapter, this 

time we look at the discovery of the com-

promised XZ tool, which is used by most 

Unix operating systems. Within a complex 

and long-running operation, a so far un-

known actor planted a backdoor in it in or-

der to gain access to a large number of 

devices. In response to the incident, a num-

ber of warnings were issued, in particular 

by companies distributing various Linux 

variants.  

 

 

 

 

 

Number of cyber security incidents reported 
to NÚKIB 

Severity of the handled cyber security 
incidents 

Classification of incidents reported to NÚKIB 

 March trends in cyber security from NÚKIB’s 
perspective 

 Focus on the threat: Compromise of the XZ 
tool on Unix-based systems  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The following report summarises the events of the month. The data, information and conclusions contained herein are 
primarily based on cyber incidents reported to NÚKIB. If the report contains information from open sources in some 
sections, the origin of this information is always stated.  
 

You can send comments and suggestions for improving the report to the address komunikace@nukib.cz 
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Number of cyber security incidents reported to NÚKIB1  

The number of incidents recorded in March was identical to the previous month. It was the fifth 

month in a row with below average figures of registered incidents.    

 

Severity of the handled cyber security incidents2 

As in February, one significant cyber incident was recorded. The remaining 17 incidents fell into the 

category of less significant.   

    

 

1 NÚKIB registered 16 incidents in total with liable entities according to Cyber Security Act. The remaining 2 incidents  
involved unregulated entities. 
2 NÚKIB determines the severity of cyber incidents on the basis of Decree No. 82/2018 Coll. and its internal methodol-
ogy. 
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Classification of the incidents reported to NÚKIB 3 

The long-term dominance of availability-related incidents persisted also in March while this cate-

gory consisted exclusively of DDoS attacks. 

NÚKIB further solved incidents in these three categories: 

o Two incidents, both of which were ransomware attacks, fell into the Information security 
category. One of the attacks was perpetrated by the LockBit 3.0 group, while NÚKIB has no 
information about the attacker in the second incident. 

o NÚKIB recorded two incidents within the Intrusion category involving compromised user 
accounts. However, these compromises did not result in any data leakage, nor did they 
lead to further impacts. 

o The final category involved Malicious Code, specifically the exploitation of vulnerabilities in 
Ivanti products. This exploitation resulted in the compromise of VPNs and the subsequent 
exfiltration of data. 

 

 

  

 

3 The cyber incident classification is based on the ENISA taxonomy: Reference Incident Classification Taxonomy — 
ENISA (europa.eu) 

Availability 
e.g. availability disruption caused by 
a DoS/D Dos attack or sabotage 

Information content security 
e.g. unauthorised access to data, 
unauth. modification of information  
 

Intrusion 
e.g. compromising an application or 
user account 

Malicious Code 
e.g. virus, worm, trojan, dialer, spyware 

Fraud 
e.g. phishing, identity theft or unauth. 
use of ICT 

Information gathering 
e.g. scanning, sniffing, social  
engineering 

Other 
 

March 2023 March 2024 

72 % 

11 % 

11 % 

6 % 

0 % 

0 % 

0 % 

https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy
https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy
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March trends in cyber security from the NÚKIB’s perspective 4 

Phishing, spear-phishing and social engineering Malware 

In March, NÚKIB registered only two incidents in which 

the use of phishing was confirmed. The attackers 

managed to provoke the victim into filling in login 

details on a fraudulent site and then misuse these 

details to access other services. 

 Similar to previous months, continuous malware analysis 

activities were also conducted in March in connection 

with previously registered incidents. 

 

Vulnerabilities 

 

Ransomware 

NÚKIB did not issue any alerts regarding vulnerabilities 

in March. However, one incident exploited a legacy vul-

nerability in Ivanti products to compromise VPNs and 

other malicious activities. In addition, the backdoor in 

the XZ tool was designated as CVE-2024-3094 with the 

highest severity rating of 10.  

 

Two ransomware-related incidents were recorded in 

March. LockBit 3.0 group is responsible for one of them, 

for the second incident, NÚKIB does not have information 

about the perpetrators of the attack.   

  

Attacks on availability  

Throughout March, NÚKIB recorded more than ten 

DDoS attacks, primarily targeting state institutions. A 

Russian-speaking hacktivist group was behind three of 

the incidents, while the attacker remains unknown for 

the rest. 

 

 
Click or tap here a nd enter text 

  

 

4 The development illustrated by the arrow is evaluated in relation to the previous month. 

 

 

 

https://pentest-tools.com/blog/xz-utils-backdoor-cve-2024-3094
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Focus on a threat: Compromise of the XZ tool on Unix-based systems 

A Microsoft developer detected that the Linux tool XZ (an open-source data compression tool) con-

tained a deliberately embedded backdoor on Friday 29th March. It is assumed that the attackers 

had been working on the compromise for years, and the backdoor was supposed to have made its 

way into Debian and Fedora products, some of the largest Linux distributions. Given the complex 

nature of the campaign, this is one of the best executed supply chain attacks.  

XZ provides a lossless data compression on virtually all Unix-like operating systems, including Linux. 

The vulnerability is identified as CVE-2024-3094, with a critical and maximum value of 10 on the 

CVSS scale. Despite the complexity of the operation, the attack was detected in time, as it did not 

penetrate stable systems, but only test versions. Malicious code if executed, could have enabled the 

eventual takeover of the victim's device. 

In response to the incident, a number of companies, including Microsoft and Red Hat, issued warn-

ings and recommendations to downgrade operating systems to the last known secure version. Sim-

ilar alert was also issued by the U.S. Cyber and Infrastructure Security Agency (CISA)  

 

 

Fig. 1: Diagram of the compromised XZ library function (higher resolution) 

 
Source: x.com 

 

 

 

 

 

 

 

 

 

https://nvd.nist.gov/vuln/detail/CVE-2024-3094
https://bsky.app/profile/filippo.abyssdomain.expert/post/3kowjkx2njy2b
https://techcommunity.microsoft.com/t5/microsoft-defender-vulnerability/microsoft-faq-and-guidance-for-xz-utils-backdoor/ba-p/4101961
https://www.redhat.com/en/blog/urgent-security-alert-fedora-41-and-rawhide-users
https://www.cisa.gov/news-events/alerts/2024/03/29/reported-supply-chain-compromise-affecting-xz-utils-data-compression-library-cve-2024-3094
https://twitter.com/fr0gger_/status/1775759514249445565/photo/1
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Probability terms used 

Probability terms and expressions of their percentage values: 

Term Probability 

Almost certain 90–100 % 

Highly likely 75–85 % 

Likely 55–70 % 

Realistic probability 25–50 % 

Unlikely 15–20 % 

Highly unlikely 0–10 % 

 

Traffic Light Protocol 

The information provided shall be used in accordance with the Traffic Light Protocol methodology 

(available at the website https://ww.first.org/tlp/). The information is marked with a flag, which sets 

out conditions for the use of the information. The following flags are specified that indicate the 

nature of the information and the conditions for its use: 

Colour Conditions of use 

TLP:RED 

For the eyes and ears of individual recipients only, no further disclosure. Sources may use TLP:RED 

when information cannot be effectively acted upon without significant risk for the privacy, reputation, 

or operations of the organizations involved. Recipients may therefore not share TLP:RED information 

with anyone else. In the context of a meeting, for example, TLP:RED information is limited to those 

present at the meeting. 

TLP:AM-

BER+STRICT 
Restricts sharing to the organization only. 

TLP:AMBER 

Limited disclosure, recipients can only spread this on a need-to-know basis within their organization 

and its clients. Sources may use TLP:AMBER when information requires support to be effectively acted 

upon, yet carries risk to privacy, reputation, or operations if shared outside of the organizations in-

volved. Recipients may share TLP:AMBER information with members of their own organization and its 

clients, but only on a need-to-know basis to protect their organization and its clients and prevent fur-

ther harm. 

TLP:GREEN 

Limited disclosure, recipients can spread this within their community. Sources may use TLP:GREEN 

when information is useful to increase awareness within their wider community. Recipients may share 

TLP:GREEN information with peers and partner organizations within their community, but not via pub-

licly accessible channels. TLP:GREEN information may not be shared outside of the community. Note: 

when “community” is not defined, assume the cybersecurity/defence community. 

TLP:CLEAR 

Recipients can spread this to the world, there is no limit on disclosure. Sources may use TLP:CLEAR 

when information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules 

and procedures for public release. Subject to standard copyright rules, TLP:CLEAR information may be 

shared without restriction. 

 

https://ww.first.org/tlp

