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THE NEW Al FRONTIER MODELS SIGNIFICANTLY ENHANCE THE
ABILITY TO  AUTONOMOUSLY DETECT AND  EXPLOIT
VULNERABILITIES: IT IS ONLY A MATTER OF TIME BEFORE
MALICIOUS ACTORS EXPLOIT THEM

= |In April 2026, Anthropic unveiled Mythos, an artificial intelligence (Al) model that, thanks to advanced
automation, is capable of searching for, verifying, and exploiting even previously unknown vulnerabilities
on a large scale—and doing so significantly more effectively than older large language models. This
capability poses a real and serious risk to cybersecurity.

= This represents a shift across the entire Al industry, in which other companies will soon acquire similar
capabilities for identifying and exploiting vulnerabilities. It is almost certain (90-100%) that these
capabilities will also fall into the hands of state and non-state adversaries, if they do not already possess
them.

= These advanced Frontier Al models, when applied to cybersecurity, are very likely (75-85%) to significantly
reduce the time between the discovery of a vulnerability and its exploitation, as they automate the search
for, verification of, and chaining of vulnerabilities on a large scale. However, the pace of patching will
continue to be limited by human and technical capacities.

= In the short term, new Al models may increase the number of cyber incidents inCzechia as well, both
through direct attacks on Czech entities and indirectly through global compromises of major service
providers via supply chains.

=  RECOMMENDATION: These Frontier Al models will significantly speed up and expand the search for existing
vulnerabilities. Effective defense will depend on efficient vulnerability reporting and handling systems,
rapid prioritization of the highest-risk vulnerabilities, and, later on, the use of these tools to test your own
infrastructure.

NOTICE: The information and conclusions contained in this analysis are based on publicly available information
and on information obtained through National Cyber and Information Security Agency (NUKIB) activities at the
time of publication. This is an analysis of cybersecurity from NUKIB’s perspective, based on the information
available to it.

A new generation of large language models (LLMs),
known as cybersecurity-focused frontier models,
brings transformative capabilities to the field of
cybersecurity, particularly in the context of detecting
vulnerabilities and their exploitation. These new
models can automatically scan code at a scale that is
difficult for human security teams to manage, identify
errors, and simultaneously generate hypotheses
about their potential exploitability.! Their capabilities
also include automated validation of identified
weaknesses and the ability to chain together a series of
lower-severity vulnerabilities so that, cumulatively,
they become critical.
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The first model of this new generation, Mythos from
Anthropic, reportedly successfully exploited newly
discovered vulnerabilities in approximately 72% of test
cases and was able to autonomously discover
previously unknown vulnerabilities in operating
systems and web browsers.? Anthropic stated that the
system can identify even very hard-to-detect
vulnerabilities, including those that have persisted in
software for decades. The company has made the
Mythos model available as part of the Glasswing
project only to a limited group of U.S. partners (such as
Microsoft, Google, Apple, and Amazon).3

Anthropic subsequently made the model available to
the general public on June 9 as Claude Fable 5, which
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was designed to include robust safeguards against
misuse.* However, it subsequently withdrew the app
again after U.S. authorities expressed concerns about
the possibility of circumventing the model's security
restrictions.> According to available information, Fable
5 had not been relaunched as of June 16.

Most leaders in the field of Al are, of course,
developing similar models. At present, however, it is
unclear how and when they will be released. It is
almost certain (90-100%) that, within a year at the
latest, additional commercial models with these
capabilities will be widely introduced in the field of
cybersecurity.

Frontier Al models focused on cybersecurity are very
likely (75—-85%) to benefit cybersecurity in the long
term, but in the short term, they also pose
a significant cybersecurity risk.

For the time being, at least, vulnerability fixes will
continue to be limited by human, technological, and
infrastructural capacities. Until this imbalance is
corrected (for example, through deeper integration of
Al tools into the process of identifying and fixing
vulnerabilities), these models will provide an
advantage to both state and non-state attackers. They
will be able to automate a much larger portion of their
activities, which will lead, among other things, to an
increase in their operational pace and make these
operations more difficult to detect.®

Obr. 1: The success rate of the Mythos model in
detecting vulnerabilities in the Firefox browser,
compared to previous models from Anthropic
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The ability of these Frontier Al models to effectively
exploit vulnerabilities then further deepens the
existing, long-standing cybersecurity problem posed
by legacy technologies.”’ Companies often struggle
with outdated and inadequately secured legacy
software or hardware that, for various reasons, they
cannot update or replace (e.g., because the vendor is
no longer in business). These systems often suffer from
accumulated technical and operational shortcomings
that make them difficult to repair, and any changes to
them pose a high risk of disrupting their operation.?
Operational technologies (OT) pose a major challenge
in this regard.’ Furthermore, the vulnerabilities found
in them usually take longer to fix.

Although attention is now focused primarily on the
Mythos model and Anthropic’s measures to prevent its
misuse, it is important to note that this represents
a systemic shift in the capabilities of Al models
in general. With previous milestones (such as video
generation), competing companies have always
achieved capabilities comparable to those of the leader
at the time within a short period.!® For example, both
Google and OpenAl are currently developing models
with similar capabilities (Big Sleep and GPT-5.5-
Cyber).** It is almost certain (90-100%) that Chinese
Al companies are also working on this type of Frontier
Al model with similar capabilities, if they do not
already have them.?

Although Al companies are currently taking a limited
approach to these models, focusing on identifying
vulnerabilities to benefit defenders (e.g., accelerating
the penetration testing process), it is almost certain
(90-100%) that, driven by competition, some of these
companies will make their models widely available
commercially in the short term. Furthermore, similar
results can be achieved even with less advanced,
modified models.3

With LLM, it is also possible to take advantage of the
principle of distillation. This is a process in which
a smaller model acquires the knowledge and behavior
of a larger, more powerful model by being trained on
its outputs.® The United States has previously accused
the People's Republic of China (PRC) of using this
process to close the gap with U.S. companies in the
field of AL It is therefore highly likely (75-85%) that
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these capabilities will become widely available in the
short term (primarily through the misuse of publicly
available commercial services). At the same time, it is
likely (55-70%) that state-sponsored actors from
countries with advanced Al sector may already
possess these capabilities today.

In the short term, Czechia may also see a significant
increase in incidents related to the capabilities of these
types of Frontier Al models. It is highly likely (75—85%)
that this massive increase in the number of discovered
vulnerabilities will be difficult to monitor. This will have
a direct impact on the increased workload of security
teams responsible for processing incident reports.

These may be direct attacks on Czech entities;
however, the most likely scenario involves the
repercussions of breaches at large companies
providing global services, which will also have a direct
impact on the Czech Republic through the supply
chain. For example, attacks could target the shared
digital infrastructure of banks, payment systems, and
cloud and software service providers.® We can also
expect an increase in the number of updates as the
current code is reviewed for the first time using new Al
models and new vulnerabilities are discovered in
greater numbers. This will impose increased demands
on the application of updates.
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Mythos and other Frontier Al models do not
introduce fundamentally new methods for
identifying and exploiting vulnerabilities, but they
significantly increase the speed and scalability of
these processes.

It is highly likely (75-85%) that systems and
processes for addressing vulnerabilities will soon
be overwhelmed by the volume of newly
discovered vulnerabilities, so effective defense
will depend on strict adherence to cybersecurity
policies, proper prioritization, and rapid
assessment of which vulnerabilities pose a real
risk to a specific organization.

At the same time, we must anticipate that
attackers will likely need less time to exploit
disclosed vulnerabilities; therefore, we will need to
accelerate the deployment of patches, while
always taking into account system stability and
operational impacts.

Once these models become publicly available, it
will also be advisable to integrate them into your
security processes and use them to test your own
infrastructure and identify vulnerabilities in your
own environment.

Software developers should therefore, where
economically and operationally possible, use Al-
based reviews to identify vulnerabilities before
their products are released to the market.
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The use of the information provided shall be in accordance with the Traffic Light Protocol methodology. The
information is marked with a flag that specifies the conditions of use of the information. The following flags are
set, indicating the nature of the information and the conditions of use:

Colour Conditions of use
Red The information may not be provided to any person other than the person to whom
TLP:RED the information was addressed unless other persons to whom such information may

be provided are specifically identified. Where the recipient considers it important to
disclose the information to other bodies, this may be done only with the consent of the
originator of the information.

The information may only be shared within the recipient's organisation, and only to
persons who meet the need-to-know and whose information is relevant to resolving
the problem or threat identified in the information.

Information may be shared within the recipient organisation and to its partners, and
only to persons who meet the need-to-know and whose information is relevant to
resolving the problem or threat identified in the information.

Green Information may be shared within the beneficiary's organisation and, where

TLP:GREEN appropriate, with other partners of the beneficiary, but not through publicly available
channels; the beneficiary must ensure the confidentiality of the communication when
forwarding it.

The information may be further provided and disseminated without restriction. Any
TLP:CLEAR restrictions based on the intellectual property rights of the originator and/or recipient
or third parties are not affected by this provision.

Expression Probability
Almost sure 90-100 %
Very likely 75-85 %
Probable 55-70 %
Cannot be ruled out/Real possibility 40-50 %
Improbable 20-35%
Very unlikely 0-15%
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