National Cyber
ESSENTIAL SERVICE and nformation (1)
Security Agency
The process of the operators of essential service

and the information system of essential service identification according to the Act on Cyber Security and to the
Decree on the criteria for the determination of an operator of essential service

Essential service means a service the provision of which is dependent on electronic

communication networks or information systems, and the disruption of which may Does the given

have a significant impact on the security of societal or economic activities in any of the public authority or legal

following sectors or natural person provide a

N O service in any of the given
sectors?
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2. Type of entity

3. Special criterion for the type of
entity

Fulfilling sectoral criteria of the
decree on the criteria for the
determination of operators
of an essential service

Impact criteria in the Decree**
I) A serious limitation, disruption (or unavailability)** of the type of

service which would affect more than 25,000**, 50,000** or breach of itv of

% | reach of security o
500,000 people information in the information
I1) A serious limitation or disruption of another essential service system or electronic
or a limitation or disruption of a critical infrastructure element communication network cause
I1I) Economic loss greater than 0.25 % of GDP at least one of these
IV) Unavailability of the type of service for more than 1,600 people which is irreplaceable impacts?

in another way unless excessive costs were to be incurred

V) More than 100** or 200** casualties or 1,000 injured people in need of medical
treatment

VI) Disruption of public safety in a significant part of the administrative territory of a
municipality with extended powers, which may require rescue and liquidation operations YES
by the integrated rescue system units

VII) Disclosure of sensitive data of more than 200,000 people
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National Cyber and Information Security Agency issues a decision on identifying > ATIO
of operator of essential service and an information system of essential service.

of essential service

* The values differ in different services.
** The values differ in different sectors.

The decision about the
determination of operators
of an essential service and

of the information system

Note:

This document is only a supporting guide and does not replace any act or implementing legislation.

The right to make changes to this document reserved. This document is non-binding English translation.

More information about the processes of the identification, including the obligations of authorities and persons, are available at www.GovCERT.cz version 2.0, March 2018


http://www.govcert.cz
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